Norra Reals Elevkar
802408-7036
Arsmotesprotokoll
2021-03-16
Stockholm

§1 Motets 6ppnande

Styrelsens ordforande Bienvenue Kulaluka forklarade motet oppnat 15:08.

§2 Val av motesfunktiondrer

1. Val av arsmotesordforande
Styrelsen foreslog
att Dalila Alibasic och Lina Ingstrand vdaljs till Grsmotesordforande

Arsmétet beslutade
att bifalla styrelsens forslag

2. Val av drsmotessekreterare
Styrelsen foreslog
att Robin Irberger och Yousra El Mourabit vdljs till Grsmotessekreterare

Arsmotet beslutade
att bifalla styrelsens forslag

3. Val av justerare tillika rostraknare
Styrelsen foreslog
att vdlja Gustav Alteus och Verona Hevince till justerare tillika rostrdaknare

Arsmétet beslutade
att bifalla styrelsens forslag

§3 Faststdllande av rostlangd

Rostraknarna raknade de narvarande medlemmarna

Rostraknarna foreslog
att arsmotet faststdller rostlingden till 543 rostberdttigade medlemmar

Arsmotet beslutade
att bifalla rostraknarnas forslag
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§4 Beslut om motets stadgeenliga utlysande

En representant fran styrelsen redogjorde for motets utlysande samt stadgans
foreskrift

Styrelsen foreslog
att Grsmotet anser motet vara stadgeenligt utlyst
Arsmétet beslutade

att bifalla styrelsens forslag

§5 Faststdllande av dagordning

Styrelsen redogjorde for den foreslagna dagordningen

Styrelsen foreslog
att arsmotet antar den foreslagna dagordningen som dagordning for motet

Arsmotet beslutade
att bifalla styrelsen forslag

§6 Faststdllande av arbetsordningen

Styrelsen redogjorde for en reviderad arbetsordning

Styrelsen foreslog

att arsmotet antar den foreslagna arbetsordningen med dess reviderar som
arbetsordning for motet

Arsmotet beslutade
att bifalla styrelsen forslag

§7 Presentation av verksamhetsberattelse

En representant fran styrelsen redogjorde for styrelsens verksamhetsberattelse

Styrelsen foreslog
att arsmotet ldgger verksamhetsberdttelsen till handlingarna

Arsmétet beslutade
att bifalla styrelsens forslag
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§8 Presentation av bokslut

Styrelsens kassor redogjorde for styrelsens ekonomiska berittelse
Styrelsen foreslog

att arsmotet ldgger bokslutet till handlingarna

Arsmétet beslutade

att bifalla styrelsens forslag

§9 Presentation av revisionsberattelse
Revisionerna Erik Nordlund och Jonatan Lamy redogjorde for sin revisionsberattelse

Revisorerna foreslog
att arsmotet ldgger revisionsberdittelsen till handlingarna

Arsmotet beslutade
att bifalla revisorernas forslag

§10 Beslut om ansvarsfrihet for den avgaende styrelsen

Revisorerna foreslog med hansyn till sin revisionsberattelse
att arsmotet beviljar den sittande styrelsen ansvarsfrihet

Arsmotet beslutade
att bifalla revisorernas forslag

§11 Behandling av propositioner och motioner

Proposition 1. Medlemsavgift
En representant fran styrelsen redogjorde for den lagda propositionen

Styrelsen foreslog
att arsmotet bifaller propositionen i sin helhet

Arsmotet beslutade
att bifalla propositionen i sin helhet

Proposition 2. Verksamhetsplan
En representant fran styrelsen redogjorde for den lagda propositionen

Styrelsen foreslog
att arsmotet bifaller propositionen i sin helhet
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Arsmétet beslutade
att bifalla propositionen i sin helhet

§12 Namngivande av styrelseposter
En representant fran styrelsen redogjorde for styrelsens forslag pa namngivningar

Styrelsen foreslog
att arsmotet bifaller forslaget pa namngivningarna

Arsmétet beslutade
att bifalla styrelsens forslag

§13 Val Styrelse

A)
Ordforande

Valberedningen redogjorde for sitt forslag for sitt forlag for Ordférande
Valberedningens forslag
Katja Salmi

Ovriga kandidater
Vera Kettner

Arsmétet beslutade
att vdlja Vera Kettner till ordforande for Norra Reals Elevkar
verksamhetsdret 2021—2022 med rostetalen: 107 réster mot 57.

Motet ajourneras 17:15
Motet aterupptas 17:17

B)
Vice Ordférande
Valberedningen redogjorde for sitt forslag for sitt forlag for Vice Ordforande

Valberedningens forslag
Vera Kettner

Vera Kettner drar tillbaka kandidaturen

Ovriga kandidater
Astrid Furmarker
Mathilda Debesai
Gustav Tornqvist
Isak Nordman Rid
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Arsmotet beslutade

att vdlja Isak Nordman Rid till vice ordforande for Norra Reals Elevkar
verksamhetsdaret 2021—2022 med rostkvoten 56.

Motet ajourneras 17:18
Motet aterupptas 17:45

C)
Kassor

Valberedningen redogjorde for sitt forslag for sitt forlag for Kassor
Valberedningens forslag
Astrid Furmarker

Ovriga kandidater
Birger von Schenck

Arsmotet beslutade
att vdlja Birger von Schenck till kassor for Norra Reals Elevkar
verksamhetsdaret 2021—2022 med rostetalen: 41 roster mot 37

D)
Administrativ chef

Valberedningen redogjorde for sitt forslag for sitt forlag for Administrativ Chef
Valberedningens forslag
Amanda Ewerlof

Ovriga kandidater:

Arsmotet beslutade

att vilja Amanda Ewerlof till Administrativ chef for Norra Reals Elevkar
verksamhetsaret 2021—2022

E)
Medlemsansvarig

Valberedningen redogjorde for sitt forslag for sitt forlag for Medlemsansvarig
Valberedningens forslag
Dara Labriz

Ovriga kandidater
Joar Nelson

Arsmotet beslutade
att vdlja Joar Nelson till Medlemsansvarig for Norra Reals Elevkar
verksamhetsdret 2021—2022 med rostetalen: 50 roster mot 36

F)
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PR-ansvarig

Valberedningen redogjorde for sitt forslag for sitt forlag for PR-ansvarig
Valberedningens forslag
Linnea Vellani

Ovriga kandidater

Arsmotet beslutade
att vdlja Linnea Vellani till PR-ansvarig for Norra Reals Elevkar verksamhetsaret
2021-2022

G)

Traditionsansvarig
Valberedningen redogjorde for sitt forslag for sitt forlag for Traditionsansvarig

Valberedningens forslag
Molly Inde

Ovriga kandidater

Arsmétet beslutade
att vdlja Molly Inde till Traditionsansvarig for Norra Reals Elevkar
verksamhetsdret 2021—2022

H)
Paverkansansvarig
Valberedningen redogjorde for sitt forslag for sitt forlag for Paverkansansvarig

Valberedningens forslag
Arvid Hedenstierna Jonson

Ovriga kandidater

Arsmotet beslutade
att vdlja Arvid Hedenstierna Jonson till PGuerkanskansvarig for Norra Reals
Elevkar verksamhetsdret 2021—2022

)
Foreningsansvarig

Valberedningen redogjorde for sitt forslag for sitt forlag for Foreningsansvarig
Valberedningens forslag
Isak Nordman Rid

Isak Nordman Rid drar tillbaka kandidaturen

Ovriga kandidater
Ludvid Bratt
Evelina Karlsson
Julia Barslivo
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Arsmotet beslutade
att vdlja Ludvig Bratt till Foreningsansvarig for Norra Reals Elevkar
verksamhetsaret 2021—2022 med rostkvoten 36

J)
Idrottsansvarig
Valberedningen redogjorde for sitt forslag for sitt forlag for Idrottsansvarig

Valberedningens forslag
Matilda Svenberg

Ovriga kandidater
Samuel Teljevik

Arsmétet beslutade
att vdlja Matilda Svenberg till Idrottsansvarig for Norra Reals Elevkar
verksamhetsdaret 2021—2022 med rostetalen: 56 roster mot 15

K)
SAGA-ansvarig
Valberedningen redogjorde for sitt forslag for sitt forlag for SAGA-ansvarig

Valberedningens forslag
Alice Lejonqvist

Ovriga kandidater
Klara Vansvik

Arsmétet beslutade
att vdlja Alice Lejonquist till SAGA-ansvarig for Norra Reals Elevkdar
verksamhetsdaret 2021—2022 med rostetalen: 42 mot 29 roster

8§14 Val av revisorer

Valberedningens forslag
Joseph Hao och Bienvenue Kulaluka

Arsmotet beslutade
att vdlja Joseph Hao och Bienvenue Kulaluka till revisor for Elevkar
verksamhetsaret 2021—2022
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§15 Val av valberedningen

Valberedningens forslag
Ovriga kandidater

Ordforande for valberedningen
Esias Hedin

Ovriga ledarméten

Nellie Andersson

Jonas Boghammar

Sofia Casselbrant

Arsmotet beslutade

att vdlja Esias Hedin till ordforande for valberedningen och Nellie Andersson,

Jonas Boghammar, Sofia Casselbrant till valberedning for Elevkar verksamhetsaret
2021—2022

§16 Ovriga fragor

- Bienvenue Kulaluka héller ett avslutningstal

§17 Arsmotets avslutande

Styrelsens ordforande Vera Kettner forklarade motet avslutat 19:57
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Arsmoétessekreterare Arsmotessekreterare

Yousra El Mourabit Robin Irberger
ente

Justerare Justerare

Gustav Alteus Verona Hevince

Arsmétesordforande Arsmétessekreterare

Lina Ingstrand Dalila Alibasic
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Forord

Kéara medlemmar pa Stockholms enda skola!

Vilket markligt ar vi lamnar bakom oss. Vid mitt tilltradande som ordférande hade jag ingen
som helst aning om att jag skulle fa leda er under en pandemi. Men nu ett ar senare befinner
vi oss i en tredje vag och trots det & engagemanget for elevrorelsen storre an nagonsin!

Verksamhetsaret borjade dystert med regeringsbeslut om distansundervisning vilket innebar
en rejal omstallning for oss pa Stockholms enda skola men dven for hela samhallet.
Omstallningen har paverkat allas livsstil och vardag och tyvarr har den psykiska ohélsan
bland oss unga okat till foljd av detta.

Trots det ser jag ett ljus i slutet av tunneln och jag ar helt 6vertygad om att vi tillsammans ska
klara av den har pandemin. Vi maste nagon gang inse att vi inte enbart ska dverleva den har
pandemin. Utan vi ska dven kunna leva vara liv precis som alla andra gymnasieungdomar fore
oss, fast med hansyn till restriktioner och rekommendationer. Vi maste nagon gang inse att
hjélp finns dar bara man vagar soka hjalp. Ni maste nagon gang inse att elevkaren finns dar
for er just av den anledningen. Jag har insett det och jag har darfor tillsammans med styrelsen
arbetat dag och natt for att forsoka bibehalla Norraandan pa skolan.

Men nu &r det dags for veteranerna att kliva at sidan och lamna plats for den kommande
elevkarsstyrelsen som skall utses av er medlemmar under arsmétet. Nagon av er som laser det
har kommer kanske bli elevkarens nya ordférande, Idrottsansvarig eller PR-ansvarig vad vet

jag!

Det kanns vemodigt att behdva lamna ifran sig ordférandeklubban men samtidigt ar jag
valdigt tacksam for att ni gett mig fortroendet att fa leda er. Jag vill darfor rikta ett stort tack
till varenda en av er medlemmar som gett mig mojligheten att utvecklas som person. Men
aven ett stort tack for att ni givit mig fortroendet att agera ansiktet utat for alla elever pa
Stockholms enda gymnasieskola.

Ord kan inte beskriva min karlek och tacksamhet for er.

Mindre &n tre,
Styrelsen for Norra Reals Elevkar genom

Ordférande Bienvenue Kulaluka

Innehallsforteckning

4.Forslag pa dagordning
5.Fdrslag pa arbetsordning

Transaktion 09222115557454595151

Signerat LI, DA, RI, YEM, GA, VH



Verksamhetsaret 20/21

10.Verksamhetsberéttelsen
15.Revisionsberéttelsen
Arsredovisning 20/21
18.Ekonomin i korthet
19.Resultatrapporten

20.Balansrapport
21.Noter

Framtid

24.Propositioner
Bilagor

28.Valberedningens forslag
33.0rdlista
37.Stadgar

Forslag pa dagordning

Forslag pa beslut
Arsmotet foreslas besluta

att faststélla dagordningen i enlighet med handlingarna

1. Arsmétets 6ppnande

2. Val av motesfunktionérer
A. Ordférande
B. Sekreterare

C. Justerare tillika rostréaknare

3. Faststallande av rostlangd
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Fraga om arsmotets stadgeenliga utlysande

Faststéllande av dagordning

Faststallande av arbetsordning

Presentation av verksamhetsberéttelsen

Presentation av bokslut for det gangna bokfaringsaret

. Presentation av revisionsberéttelsen

10 Fragan om avgaende styrelsens ansvarsfrihet

11. Behandling av propositioner och motioner
A. Proposition 1 - Medlemsavgift
B. Proposition 2 - Verksamhetsplan

12. Namngivande av styrelseposter

13. Val till elevkarsstyrelse for en mandatperiod om ett ar
A. Val av Ordférande

Val av Vice ordfgrande

Val av Kassor

Val av Administrativ Chef

Val av Medlemsansvarig

Val av PR-ansvarig

Val av Traditionsansvarig

Val av Paverkansansvarig

Val av Foreningsansvarig

. Val av Idrottsansvarig

K Val av SAGA-ansvarig

©oN R

«—TOMMUOW

14. Val av revisorer for en mandatperiod om ett ar

15. Val till valberedning for en mandatperiod om ett ar
16. Ovriga fragor

17. Métets avslutande

Forslag pa arbetsordning

Forslag pa beslut

Arsmotet foreslas besluta
att faststélla arbetsordningen i enlighet med handlingarna

Narvaro- och yttranderatt

Att ha ndrvaro- och yttranderatt innebér att ha ratt att vara i plenum och uttala sig i
arenden under motet. Detta tillfaller alla medlemmar samt valberedningen, revisionen
och av organisationen sarskilt inbjudna géster.

Hur man gor sin rost hord

Alla som enligt denna arbetsordning har yttranderatt kan begéra ordet, och darmed

hamna pé talarlistan genom att ange det skriftligen i voteringsverkyget “VotelT” under fliken
“diskussion” och pa sa sitt hamnar man automatiskt upp pa talarlistan. Motespresidiet
kommer att signalera nar det &r din tid att tala och da far du ocksa ordet.

Talartidsbegransning
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Varje debatt inleds med att styrelsen, motionéren eller valberedningen foredrar sitt
forslag. Darefter ar debatten dppen for alla med yttranderatt. Det finns olika tidsbegrénsningar
for olika typer av inldgg:

o Foredragande av motion/proposition 3 min
» Forstagangstalare 2 min

« Andragangstalare 1 min

o Anforande vid personval 2 min

o Pladeringar vid personval 1.30 min

Talarordning

Talare tas upp pa lista i den ordning de begért ordet. Vid motion-

och propositionsbehandling tillkommer dock yttranderdtt forst elevkarsstyrelsens
foredragande, dérefter motionéren. Detta géller aven anforande av valberednings forslag.

Rost- och yrkanderatt

Rostrétt tillfaller alla medlemmar i organisationen. Yrkanderétt (forslagsratt) tillfaller alla
medlemmar samt valberedningen, revisionen och métespresidiet (dock endast i
ordningsfragor).

Hur man inkommer med ett yrkande

Ett yrkande ar ett forslag pa att géra nagot i ett visst beslut. Detta kan vara att bifalla

eller avsla en motion, samt att vélja en viss person i personval mm.

Alla forslag 1dmnas skriftligen till moétespresidiet i voteringsverktyget under fliken “forslag”
Yrkandestoppet satts da motet gar till beslut, om inte métet beslutar om detta tidigare.

Det finns dock inget yrkandestopp i ordningsfragor.

Ordningsfraga

En ordningsfraga ar en fraga som ror maétets form, exempelvis gar det att yrka pa en

paus av motet. En ordningsfraga bryter talarordningen och begérs i voteringsverktyget under
fliken “diskussion”.

Hur omrostningar gar till
«  Utgangspunkten ar att all omréstning sker genom acklamation, det vill saga
ja-rop. Motespresidiet bedomer vilket forslag som far flest roster.

« Om nagon med rostratt begar det sa sker omrdstningen genom votering, det
innebar att alla rostberattigade far rosta en gang till i samma fraga fast nu med hjélp av
voteringsverktyget.

Omrostning vid personval

Vid personval sker en sa kallad sluten omrostning och innebdr att rostningen sker anonymt i
voteringsverktyget. Vid personval med tva kandidater kommer metoden “kombinerad enkel”
att tillampas vilket i korthet dr en majoritetsomrostning. Vid personval med fler an tva
kandidater anviands metoden “Instant Runoff”. Bilden nedan illustrerar hur en Instant Runoff
omrostning gar till.
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Roster raknas

Har nagon kandidat

El

egen majoritet*s

Kandidaten med minst
antal roster elimineras

Rosterna raknas om

Dessa valsediars
andrahandsval blir giltiga

Vinnare har utsetts!

* Med egen majortet avses alt kandidaten gély 1GH Sver 50 E av rdstldngden.

Reservation

En reservation ar ett meddelande om att man inte haller med om ett beslut som
arsmotet har fattat och att man darmed for detta meddelande till protokollet. En
reservation ska lamnas in skriftligt till motespresidiet innan arsmotet ar slut, och lases
upp under pagaende forhandling. En reservation noteras i protokollet.

Replik

Om nagon som innehar yttranderatt anser sig felaktigt citerad eller vara utsatt for ett
personligt pahopp kan replik begéaras muntligt. Replik beviljas av motesordforande
och bryter talarlistan.

Sakupplysning

Om nagon med yttranderatt vill ha mer information om drendet som diskuteras kan

denne begéra sakupplysning. Sakupplysning begérs skriftligen till métespresidiet under fliken
“diskussion” i voteringsverktyget och bryter dirmed talarlistan. Aven person som sjilv tycker
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den har information som bidrar till minskat missforstand i talarstolen kan begéra
sakupplysning.

Streck i debatten

Om debatten 6nskas avslutas, exempelvis pa grund av att inga nya argument

framkommer, kan ndgon begira streck i debatten. Detta gors under fliken “forslag” och da
kommer arsmotet att rosta om debatten ska fortsétta eller inte. Om arsmotet beslutar att sétta
streck i debatten far alla som vill en sista chans att satta upp sig pa talarlistan. Déarefter lottas
talarlistan av motespresidiet och debatten fortsétter fram till dess att sista talaren har talat.
Detta foljs sedan av att arsmétet gar till beslut i fragan.

Pladeringar

En pladering kan utfdras av alla rostberéttigade medlemmar, och anvénds for att

forklara varfor en viss kandidat ska véljas. Under en pladering far du endast tala till
fordel for en viss kandidat (inga personangrepp). Endast fyra (4) pladeringar per kandidat
ar tillatna, 6verstiger antalet 6nskade pladeringar detta ska kandidaten sjélv avgora

vem som har ratt att pladera i fragan.
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Verksamhetsaret 20/21

Verksamhetsberattelsen

Elevkarsstyrelsen avger harmed verksamhetsberattelsen for verksamhetsaret 2020/2021

Forslag pa beslut

Styrelsen foreslar
att verksamhetsberattelsen 1aggs till handlingarna

Arsmotet 2020
Arsmétet 2020 avholls 3 & 5 februari p& Norra Reals Gymnasium, Aula

Elevkarsstyrelsen
Vid arsmotet 2020 valdes foljande styrelse att leda elevkarens arbete for tiden intill nasta
ordinarie arsméte.

Presidiet
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Ordforande, Bienvenue Kulaluka

Vice ordfdrande, Peter Hall
Administrativ Chef, Laura Lyall Folkman
Kassor, Nellie Andersson

Utskottsansvariga
Foreningsansvarig, Selma Phalén
Idrottsansvarig, Sofia Casselbrant
Medlemsansvarig, Alexandra Nilsson
PR-ansvarig, Jonas Boghammar
Paverkansansvarig, Sami Al Saati
Saga-ansvarig, Cesar Molin
Traditionsansvarig, Josephine Arnell

Sammantraden

Elevkarsstyrelsen har haft 35 protokollférda sammantraden under verksamhetsaret. Ut6ver
dem protokollférda méten har styrelsen kontinuerligt haft avstamningar pa sociala medier och
per telefon. Vidare utlyste elevkarsstyrelsen till ett “stormote” med alla elevkarens
fortroendevalda samt alla som innehar ett uppdrag i Norra Reals Elevkar. Detta for att
diskutera hur elevkaren skulle forhalla sig med tanke pa radande omstandigheter med covid-
19 pandemin.

Lekmannarevisorer och valberedning
Vid arsmotet 2020 valdes foljande personer till lekmannarevisorer och valberedning.

Lekmannarevisorer
Erik Nordlund
Jonatan Lamy

Valberedning

Arvid Kolb

Hampus Willberg, sammankallande
Joseph Hao

Rasmus Andersson

Antalet medlemmar

Ar 2020 hade Norra Reals Elevkar 950 medlemmar. Detta &r en minskning med 15% fran
foregaende ar. Covid-19-pandemin som har pagatt under 2020 har varit ett stort hinder for
medlemsvarvningen. Digital verksamhet samt instéllda aktiviteter och forsaljningar har
bidragit till en minskad vérvning, bland annat har man ej kunnat varva medlemmar i samband
med studenteventen under varen. Det bér noteras att trots utmaningarna sa var 2020:s
medlemsantal 13% hogre &n under ar 2017 da normala omstandigheter radde.

Overgripande om verksamheten

Verksamheten 2020/2021 har inneburit stora utmaningar pa grund av radande omstandigheter
med covid-19 pandemin. Nar beslutet att stanga gymnasieskolorna togs under varterminen
2020 valde vi att fokusera pa att stalla om den operativa verksamheten dar det varit mojligt
och istallet ersétta det med digitala losningar. Bland annat anordnade vi fragesporter varije
vecka under sex (6) veckor med prisutdelningar och anordnade dessutom en Fifa-turnering for
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medlemmarna. En stor del av fokuset under varterminen lag aven i att ge avgangseleverna for
2020 ett vardigt studentavslut. I dialog med skolledningen, foraldraféreningen och
klassrepresentanter lyckades vi ge avgangseleverna den studentavslut som de hade fortjanat.

Under hostterminen 2020 var det lattnader i restriktioner vilket méjliggjorde for elevkarens
verksamhet att fortskrida i princip som vanligt. De traditionsenliga evenemangen sasom
temadagarna, Norra League och Poangjakten kunde genomforas pa plats i skolan. Dock
innebar forbudet mot allmanna sammankomster med fler &n 50 personer (senare 8 personer)
att alla av dem stora evenemangen d.v.s. Insparken 2020, LvF-erséttningen 2020, Sthim
Dunken 2021, och Mdsspatagningfesten 2021 inte gick att genomfora.

Nytt for verksamhetsaret 20/21

Detta verksamhetsar har elevkdren borjat anvianda bokforingsprogrammet “Bokio” for att
effektivisera bokforingsprocessen men aven for att underlatta och forbattra arsredovisningen.
Vi hade &ven ett sponsringssamarbete med l&dxhjalpsforetaget StudyBuddy for att framja
medlemmarnas ekonomiska intressen och erbjod medlemmarna mojligheten att sdka tjansten
som laxhjalpare. Elevkarsstyrelsen har dessutom for att uppmuntra till fortsatt engagemang
och for att visa uppskattning for ett val utfort arbete inforskaffat diplomet “manadens
kérmedlem”. Ett diplom som under arsmotet kommer att delas ut till elevkarsaktiva som
utmarkt sig under verksamhetsaret gang. Covid-19 pandemin har bidragit till en 6kad digital
verksamhet. Vi lyckades genomfora en digital Fifa-turnering, digitala fragesportstavlingarna
och vi kopte till och med en egen Minecraft-server for vara medlemmar.

FOreningar

| nulaget har Norra Reals Elevkar 43 foreningar och alla dessa har bidragit till att bibehalla
gemenskapen och norraandan under dessa mérkliga tider. Trots pandemin har en del
foreningar fortsatt med sitt otroliga arbete i att engagera och gora skolgangen lite enklare for
eleverna pa Stockholms enda skola. Inte minst sagt The Real Deal som vann arets forening
2020 bland annat for sin insats att agera fackligt for eleverna pa skolan. Pa grund av
pandemin har verksamheten for de allra flesta foreningar legat pa is och inneburit installda
matcher, méten och traningar. | dialog med foraldraféreningen har vi uppmuntrat
foreningarna att soka bidrag for exempelvis zoom-licenser och detta for att ge foreningarna
digitala plattformar dér verksamheten kan fortskrida i digital form.

Vid skolavslutningen lasaret 19/20 delade vi ut presentkort till tre (3) féreningsordféranden
som hade en betydelsefull roll i genomférandet av Sthim Bowl 2019 och Sthim Dunken 2020.
Dels for att visa uppskattning for deras engagemang och harda arbete, dels for att uppmuntra
fler att vaga ta plats och engagera sig i féreningslivet pa skolan.

Elevkaren har dessutom utover foreningsbidraget pa 10 000 kr gett féreningarna mojlighet att
inkomma med 6nskemal av material for inkop. Detta for att ge foreningarna en god grund att
sta pa och rusta upp dem for kommande tider men dven for att foreningarna inte hela tiden ska
vara beroende av skolan. Pa elevkarens hemsida har vi dessutom inforskaffat en egen sida for
alla skolans féreningar med kontaktperson och Instagramkonto bifogat for att ge foreningarna
publicitetsmassigt stod.

| ar har elevkarens foreningsutskott inrattat en foreningspolicy som ska galla for alla skolans
foreningar. Foreningspolicy talar om vilka skyldigheter féreningarna har gentemot elevkaren
och vice versa.
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Aktiviteter

Verksamhet som paverkats av rekommendationer och restriktioner

o Delta i Prideparaden

e Anordna en tavling om utspringsordning infor studenten
o Deltai Sveriges Elevkarers Upptakt

« Anordna paverkansdagar

e Anordna nedrakningsevent infor studenten

e Anordna slutskivan 2021

« Anordna studentbalen 2021

e Anordna Insparksfesten 2020

e Anordna Catchergame

e Anordna Sthim Dunken 2021

o Strava efter att anordna storre sportevenemang med biljettférsaljning
e Anordna LvF-ersattningen 2020

e Anordna utlandsresan 2021

e Ansvara for studentfotograferingen

Verksamhet som bedrivits med hansyn till rekommendationer och restriktioner

o Upprattholl god kontakt med skolledningen

« Stravat efter att géra karrummet till en social och trevlig métesplats for karaktiva

e Anordnat en utskottsmassa under tiden for utskottsanmalningar

« Forvaltat arbetet mot stress bland elevkars aktiva

« Anordnat aktivitet under PraLin-dagen, “Skolans bista etta”

o Upprattholl god kontakt med skolledningen

o Upprattholl god kontakt med Norra Reals Forédldraférening

o Nominerad till Sveriges Elevkarers Guldgem

« Deltat i Sveriges Elevkarers Kongress

o Ansvarat for att motesprotokoll stadgeenligt justeras och bokfors

« Forvaltat karens hemsida

o Stravat efter en hdg narvaro i supportarenden med medlemmar

« Ansvarat for karens interna administrationssystem (eBas)

« Ingatt sponsringssamarbete med laxhjalpsforetaget Studybudy

« Erbjudit finansiellt stod till medlemmar som inte har rad att betala for skolklader,
slutskivebiljett eller studentmdssa

o Upprattholl en god ekonomisk balans samt forvalta karens ekonomi vl

« Anordna 2 vélgorenhetsinsamlingar

« Delat ut priset “Arets pedagog”

« Anordnat rektorshearing

e Arbetat med psykisk (o)halsa

e Anordnat forelasningar-

« Anordnat en utfragning av styrelsekandidater infor arsmotet

e Anordnat 6ppna styrelsemoten

« Ansvarat for att en god kontakt halls med Norra Realarnas Forening

o Upprattholl matradet

o Anordnat ett klubbevent och ett barevent
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Planerat insparken

Planerat studentbalen

Anordnat Podngjakten

Anordnat Adventskalendern

Anordnat “Suit up day”

Anordnat en filmvisning

Anordnat tavlingar i fragesport

Uppmarksammat temadagar sasom alla hjartans dag och kladdkakans dag
Undersokt intresse for podcasten “Norra Podden” och producera denna
Forvaltat kommunikationen mellan styrelsen och féreningarna val
Uppmuntrat féreningar till att anordna temadagar/veckor

Anordnat en foreningsdag

Anordnat ett mote for alla foreningsordféranden per termin

Delat ut priset “Arets forening”

Varnat om och forvalta samarbetet med The Real Deal

Forvaltat det ekonomiska samt publicitetsmassiga stodet till foreningar
Anordnat Norra League 2020

Arrangerat en fotbollsmatch i samarbete med sportféreningar

Planerat LvF-ersattningen

Anordnat en Fifa-turnering

Inforskaffade ett Minecraft-server for skolans elever

Forvaltat sportféreningars intressen

Anordnat studentkryssningen 2021

Designat och bedrivit forséljning av skolklader

Ansvarat for utprovning och utdelning av studentmadssor

Upprattholl god kontakt med producent av studentmaossor

Forvaltat karens kommunikation utét via sociala plattformar samt i skollokalerna
Utvecklat en definierad grafisk profil

Skapat Lillisguiden 2020 som erbjdds till samtliga ettor

Revisionsberattelse

Till arsmotet for Norra Reals Elevkar

Organisationsnummer 802408-7036

Styrelsens ansvar
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Enligt stadgans 87 mom 1 ansvarar styrelsens for féreningens forvaltning mellan tva
ordinarie arsméten. Styrelsens syfte ar enligt 87 mom 2 att ~verka efter den av arsmotet
beslutade verksamhetsplanen, att <tillvarata sina medlemmars intressen, att sansvara for den
I6pande verksamheten samt att «aktivt verka for att engagera sa manga medlemmar som
mojligt.

Revisionens ansvar

Enligt stadgans 810 mom 4 &r revisionens ansvar att granska styrelsens verksamhet,
ekonomi och bokslut samt avlagga en revisionsberattelse dar man foredrar for resultatet av
sin granskning, med ett forslag pa huruvida styrelsen bor beviljas ansvarsfrihet eller ej.

Styrelsens arbete

Styrelsen har under ett utmanande ar stallt om verksamheten pa ett bra och effektivt satt,
vilket aterspeglas i féreningens 6kade likvida medel trots ett kraftigt tapp i
biljettforséljningen. Med 950 medlemmar visar foreningen att den fortsatt &r en av Sveriges
mest véletablerade karer, och revisionen ar 6vertygad om att styrelsen lagt en god grund
infor kommande verksamhetsar. Revisionen anser att den har fatt ett tillrackligt underlag for
att kunna ta ett valgrundat beslut om féreningens forvaltning.

Stadgebrott

Pa grund av radande omstandigheter har verksamhetsplanen inte kunnat genomforas i sin
helhet, vilket innebar att styrelsen inte till fullo uppfyllt sitt stadgeenliga ansvar. Da vissa av
evenemangen ej hade varit forenliga med radande svensk lag, har revisionen Gverseende
med detta. Revisionen vill papeka att elevmentorskapet Guldlanken ej genomfordes, trots
inga skenbara hinder mot detta, vilket maste ses som ett brott mot stadgan.

Ekonomi

Styrelsen har forvaltat ekonomin val. Revisionen har fétt insyn i ekonomin och anser att
den skots pa ett bra stt.

Ovriga medskick

Revisionen ser allvarligt pa att man i vissa ekonomiska beslut ej skenbart prioriterat
samtliga foreningens medlemmar. Utover detta har det forekommit vissa tveksamma
prioriteringar av foreningens likvida medel, men revisionen anser att dessa inte paverkat
resultatet avsevart.

Revisionen ser positivt pa att styrelsen atgardat ett problem fran foregaende mandatperiod,
dar styrelsemotesprotokoll ej stadgeenligt tillgangliggjorts for medlemmarna. Revisionen
vill dven papeka vikten i att ta motesbeslut om samtliga ekonomiska arenden.

Den av revisionen framforda kritiken paverkar ej fragan om ansvarsfrihet, da revisionen
anser att verksamheten i stort forvaltats val.
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Utlatande

Mot ovanstaende bakgrund, foreslar revisorerna
att revisionsberdattelsen laggs till handlingarna

att arsmotet beviljar Norra Reals Elevkar styrelse ansvarsfrihet for
verksamhetsaret 2020/2021 och redovisningsar 2020

CHLy I

Lekmannarevisor Erik Nordlund Lekmannarevisor Jonatan Lamy

Stockholm den 23/2 2021 Stockholm den 23/2 2021

Arsredovisning

Transaktion 09222115557454595151 Signerat LI, DA, RI, YEM, GA, VH



Ekonomin i korthet

Trots stréavan efter en 6kad omséttning har rorelsens intakter minskat med 52% jamfort med
foregaende verksamhetsar. Detta om man bortser fran resekostnader som tidigare ar
felperiodiserades (se vidare i not 3 respektive 4). Intakterna exklusive resor uppgar i ar till
285 tkr jamfort med 597 tkr foregaende ar. Orsaken till detta grundar sig i konsekvenserna av
covid-19. Manga event har behovts stallas in och nya digitala 16sningar har tagits till. Detta
har resulterat i en markant minskning i inkomst. De stdrsta ekonomiska vinsterna ar event
som exempelvis Insparken, som ar 2020 alltsa inte kunnat genomféras pa grund av den
radande situationen.

Arets kostnader har minskat mer 4n vad intakterna har gjort, darav &r arets resultat positivt
med 22 tkr. De minskade kostnaderna beror av naturliga skal pa installda evenemang men
aven en god kostnadskontroll. De minskade kostnaderna har maéjliggjort en storre ekonomisk
buffert for framtida verksamhetsar.

Trots manga utmaningar under 2020, har ekonomin hallit sig god och stabil.

Kommentar om arets bokslut

Under 2020 har ett bokforingsprogram boérjat anvandas for att underlatta och forbattra
redovisningen.

Resultat- och balansrakningarna presenteras i ar utan jamforelsesiffror pa grund av
svarigheter att matcha arets siffror med foregaende ars. Svarigheterna beror delvis pa
forandringen i bokforingsrutiner men framforallt pa grund av att foregaende ars resultat- och
balansrakningar inte summerar ratt och poster saknas. Exempelvis var inte sparkontot pa 22
tkr upptaget i balansrakningen. I not 1 och 2 finns ett forsok till att rekonstruera 2019 ars
siffror for jamforelseandamal.
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Resultatrapport

Not 2020-12-31
Rorelsens intikter 135 094,60
Merch och forsaljning av varor 167 947,00
Intékt frdn event 33731,00
Resor 3 -149 961,00
Sponsring 14 500,00
Provisionsintakter 25 360,00
Erhallna bidrag och gavor 43 517,60
Rorelsens kostnader 113 320,17
Verksamhetskostnader 109 045,22
Merchkostnader 107 165,00
Eventkostnader 58 583,00
Ovriga inkdp av material och varor 87 985,22
Férandring av varulager 12 860,00
Resor 4 -159 200,00
Féreningsbidrag 280,00
Gavor 1372,00
Administrationskostnader 4 374,95
Rorelsens resultat 21 674,43
Resultat efter finansiella poster 21674,43
Arets resultat 21 674,43
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2020-12-31

Tillgangar 105 685,55
Anlaggningstillgangar 0,00
Omsiattningstillgangar 105 685,55
Varulager 0,00
Ovriga kortfristiga fordringar 2 451,00
Foretagskonto / affdrskonto 72 720,28
Sparkonto 30514,27
Eget kapital och skulder 105 685,55
Eget kapital 105 685,55
Balanserat resultat 84 011,12
Arets resultat 21674,43
Langfristiga skulder 0,00
Kortfristiga skulder 0,00
Leverantdrsskulder 0,00
Ovriga kortfristiga skulder 0,00
Noter

1. Jamforelse av resultat mellan 2019 och 2020
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2020-12-31 2019-12-31

Rorelsens intakter 135 094,60 748 388,69

Merch och férséljning av varor 167 947,00 153 806,54

Intakt fran event 33731,00 369 009,35

Resor -149 961,00 151 310,00

Sponsring 14 500,00

Provisionsintakter 25 360,00

Erhallna bidrag och gavor 43 517,60 74 262,80

Rorelsens kostnader 113 420,17 755 021,07

Verksamhetskostnader 109 045,22 744 017,54

Merchkostnader 107 165,00 33 740,00

Eventkostnader 58 583,00 443 361,38

Ovriga inkdp av material och varor 87 985,22

Foréandring av varulager 12 860,00

Resor -159 200,00 260 050,00

Foreningsbidrag 280,00 6 866,16

Gavor 1372,00

Administrationskostnader 4374,95 11 003,53

Rorelsens resultat 21674,43 -6 632,38

Resultat efter finansiella poster 21674,43 -6 632,38

Oforklarad differens -12 572,72

Arets resultat 21674,43 -19 205,10

2. Jamforelse av balansposter mellan 2019 och 2020
2020-12-31 2019-12-31

Tillgangar 105 685,55/ 220 008,12

Anliggningstillgangar 0,00 0,00

Omsittningstillgdngar 105 685,55 220 008,12

Varulager 0,00 12 860,00

Ovriga kortfristiga fordringar 2451,00| 0,00

Foretagskonto / affarskonto 72 720,28 185 633,85

Sparkonto 30514,27| 21514,27

|Eget kapital och skulder 105 685,55 220 008,12

Eget kapital 105 685,55| 84011,12

Balanserat resultat 84 011,12 103 216,22

Arets resultat 21674,43 -19 205,10

Langfristiga skulder 0,00| 0,00

Kortfristiga skulder 0,00 135 997,00

Leverantdrsskulder 0,00 135 997,00

Ovriga kortfristiga skulder 0,00 0,00

0 - - [
3. Avser aterbetalning av utlandsresan till medlemmar. Pa grund av att

inbetalningarna i bokslutet 2019 inte periodiserades till rétt ar, 2020, redovisas en negativ
intakt.
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4, Avser aterbetalning fran leverantér for kostnaden for utlandsresan. Pa grund av
att kostnaden for resan i bokslutet 2019 inte periodiserades till ratt ar, 2020, redovisas en
positiv kostnad.
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Framtid

Propositioner

Proposition 1-Medlemsavgift

Forslag pa beslut:

Styrelsen foreslar
att medlemsavgiften faststalls till (0) kronor for verksamhetsaret 21/22

Bakgrund

Elevkarsstyrelsen har till uppdrag att varje ar komma med en preposition om
medlemsavgiften for Norra Real Elevkar. Prepositionen maste elevkarens medlemmar ta
stallning till under arsmétet enligt stadgans §3 mom 3. Vi i styrelsen resonerar pa samma satt
som tidigare styrelser och anser att alla skolans elever ska rdd med ett medlemskap i Norra
Reals Elevkar. Med den anledningen yrkar vi pa att medlemsavgiften ska forbli (0) kronor.

Proposition 2-Verksamhetsplan

Forslag pa beslut:
Styrelsen foreslar
att verksamhetsplanen antas i enlighet med handlingarna

Bakgrund

fe) Signerat LI, DA, RI, YEM, GA, VH
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En verksamhetsplan ar det som elevkarsstyrelsen maste strava efter att verkstélla och verka
for under verksamhetsaret. I likhet med foregaende ar har vi gjort justeringar i
verksamhetsplanen eftersom vissa av malen har vi bedomt saknat intresse hos elevkarens
medlemmar. Vi har darfor valt att stryka dessa mal och lagt in nya ansvarsomraden som vi
anser ligger i linje med foreningens syfte att tillvarata medlemmarnas, fackliga, ekonomiska,
sociala och akademiska intressen.

Verksamhetsplan 21/22

Allmant/ovrigt

« Uppratthalla god kontakt med skolledningen

e Anordna en tavling om utspringsordning infor studenten

« Stréva efter att gora karrummet till en social och trevlig motesplats for karaktiva

« Anordna en kar kickoff for styrelsen och karaktiva

e Dela ut diplomen “méanadens karmedlem”

e Anordna en utskottsmassa under tiden for utskottsanmalningar

e Anordna 6ppna styrelsemote(n)

« Forvalta arbetet mot stress bland elevkars aktiva

o Delta i Prideparaden

« Anordna aktivitet for arskurs 1 i samband med Iasarets start

« Uppratthalla god kontakt med skolledningen

o Uppratthalla god kontakt med Norra Reals Foraldraférening

« Strava efter att bli utnamnda till Sveriges Elevkarers Guldgemet

« Deltai Sveriges Elevkarers Upptakt och Kongress

o Dela ut ett pris/priser till de foéreningsaktiva som haft en betydelsefull roll i samband
med sportevent och andra stora tillstallningar.

Administrativt

o Ansvara for att métesprotokoll stadgeenligt justeras och bokfors
o Agera som karens webbredaktor

o Strava efter en hdg narvaro i supportdrenden med medlemmar

« Ansvara for karens interna administrationssystem (eBas)

o Ansvara for karens dverlamningsdokument

Ekonomi

o Strava efter att 6ka omsattningen

o Stréva efter att hitta sponsorer

o Forvalta och ansvara for (Norrafonden)

« Uppratthalla en god ekonomisk balans samt forvalta karens ekonomi vél
« Forvalta och ansvara for elevkarens digitala bokforingsprogram “Bokio”

Paverkansutskottet

e Anordna minst en (1) vélgorenhetsinsamling

o Dela ut priset “Arets pedagog”

e Anordna rektorshearing

o Arbeta med psykisk (o)hélsa

e Anordna forel&dsningar och workshops

« Anordna en debatt mellan alla riksdagspartiernas ungdomsférbund
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« Anordna en utfragning av styrelsekandidater infor arsmotet

o Ansvara for att en god kontakt halls med Norra Realarnas Forening

« Anordna paverkansdagar

o Uppratthalla matradet

e Undersdka intresse om rabattkort “Norrakortet” och eventuellt producera detta
« Ansvara for lobbying i elevréttsliga fragor

SAGA-utskottet

e Anordna en insparksfest

« Anordna minst tva (2) klubbevent

e Anordna nedrakningsevent infor studenten

« Anordna en slutskiva

« Inga som representant for elevkarsstyrelsen i studentkommittén

Traditionsutskottet

e Anordna Catchergame

e Anordna Podngjakten

e Anordna tavling om insparksbiljetter “Way Out Hest”-

e Anordna Adventskalendern

e Anordna en kladbytardag

e Anordna “Suit up day”

e Anordna en filmvisning

o Uppmarksamma temadagar sasom alla hjartans dag och kladdkakans dag

e Undersdka intresse for podcasten “Norra Podden” och ev. producera denna

Foreningsutskottet

« Forvalta kommunikationen mellan styrelsen och foreningarna vél

o Uppmuntra foreningar till att anordna temadagar/veckor

e Anordna en foreningsdag per termin

e Anordna ett mote for alla foreningsordféranden per termin

o Dela ut priset “Arets forening”

e Varna om och forvalta samarbetet med The Real Deal

o Forvalta det ekonomiska samt publicitetsmassiga stodet till féreningar
Utforma en féreningspolicy som ska galla for skolans foreningar

Idrottsutskottet

e Anordna Norra League

e Anordna Sthim Dunken

e Arrangera matcher i samarbete med sportféreningar

o Forvalta sportféreningars intressen

o Strdva efter att anordna storre sportevenemang med biljettférséljning
Undersoka intresset for e-sportstavlingar och eventuellt halla dessa.

Medlemsutskottet

e Anordna utlandsresan 2021

e Anordna studentkryssningen 2021

« Designa och bedriva forséljning av skolklader

e Ansvara for studentfotograferingen

e Ansvara for utprovning och utdelning av studentmaéssor
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« Uppratthalla god kontakt med producent av studentmossor

PR-utskottet

« Forvalta karens kommunikation utat via sociala plattformar samt i skollokalerna
Utveckla en valdefinierad grafisk profil

Skapa Lillisguiden 2020 som ska erbjudas till samtliga ettor under

Ansvara for elevkarens montrar i skollokalerna
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Valberedningens forslag

ORDFORANDE

Valberedningens forslag till ordférande ar Katja Salmi.

Katja har stor erfarenhet av foreningsverksamhet bade inom och utanfér Norra Real. Hon har
dven viss vana vid att jobba med sociala medier for att na ut till s3 manga som mojligt. Hon
vill lagga stort fokus pa att underlatta for skolans foreningar som har tagit en stor torn i och
med den radande pandemin. Utdver detta vill hon 6ka informationen ut ur styrelsen for att fler
medlemmar ska vara medvetna om karens verksamhet samt att 6ka méangden
distansanpassade event. Med Katjas optimism och engagemang kan elevkaren komma att
utvecklas trots radande omstandigheter.

VICE ORDFORANDE

Valberedningens forslag till vice ordférande ar Vera Kettner.

Vera har erfarenhet av elevradsverksamhet pa grundskoleniva med medféljande utbildningar
inom ledarskap och erfarenhet av ideell foreningsverksamhet. Hon vill lagga mer fokus pa att
jobba med elevhélsa i och med radande pandemi. Hon vill dven 6ka kommunikationen mellan
karens medlemmar och styrelsen for att karens verksamhet ska spegla medlemmarnas vilja.
Hon har &ven planer pa att undersoka huruvida det skulle vara mojlig att starta ideell laxhjalp
pa skolan. Med Veras driv och lugn kan elevkaren komma att fa en stabil och effektiv
styrelse.

KASSOR

Valberedningens forslag till kassor ar Astrid Furmarker.

Astrid &r noggrann, driven och snabblard. Hon har erfarenhet av elevradsverksamhet pa
grundskoleniva och erfarenhet inom ekonomi fran sommarjobb och fran att ha hand om
klasskassa. Astrid vill 6ka kommunikationen inom styrelsen for att effektivisera
verksamheten och &r nu redo att ta pa sig ansvaret att halla koll pa elevkarens ekonomi.

ADMINISTRATIV CHEF

Valberedningens forslag till administrativ chef &r Amanda Ewerl6f,

Amandas erfarenhet inom bade kar- och andra ledarskapsomraden ar en bra bonus, men det
var hennes planer for rollen som gjorde henne unik. Admin &r en relativt ny roll, och ar pa sa
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satt har inte rollen fatt en tydlig plats i karen an. Amanda har ambitioner pa att hjalpa
utskotten hitta digitala I6sningar, men har ocksa sndat in sig pa en punkt som manga glémt,
kar-hemsidan.

Men framfor allt: Med sitt engagerade intresse for formalia, organisering samt struktur, tror vi

att hon besitter de fardigheter som kravs for att gora ett fantastiskt jobb som administrativ
chef.

SAGA-ANSVARIG

Valberedningens forslag till Saga-ansvarig ar Alice Lejonqvist.

Vél insatt i amnet, da hon suttit i Saga-utskottet under en langre tid, och med gott om
erfarenheter, da hon har tidigare erfarenheter av festarrangemang, tror vi att hon kommer géra
ett ordentligt jobb. Hon ar dels ambitios och kreativ, men har ocksa det kvicka tank som kravs

nar det galler att forhandla med tredje parter om stora event. Hon tror pa en stark gemenskap
inom bada Saga och karen, men vill samtidigt tackla den “elitism” hon menar att manga
upplever av Saga. Saga ér till for alla, inte bara for dess medlemmar, och det vill hon att alla
ska fa kanna.

Just gemenskapen och att vacka Norra-andan ar centralt for henne, och det passar in perfekt

med var uppfattning av vad SAGA ér till for. Det ar detta, som gér henne till den perfekta
kandidaten.

PR-ANSVARIG

Valberedningens forslag till PR-ansvarig ar Linnea Vellani.

Linnéa har lang och relevant erfarenhet dels fran sitt arbete i PR-utskottet, dels fran sin tid
som vice ordforande i Svenska Kyrkan Unga samt elevradsrepresentant pa sin grundskola.
Hon vet hur PR-utskottets verksamhet fungerar, pavisar god intuition for hur uppdrag skall
hanteras och utstralar en otrolig hangivenhet till och entusiasm for sitt utskott.
Ovanpa detta besitter hon samtliga egenskaper styrelseposten kréaver. Férutom kreativitet och
social formaga innehar Linnéa en 6ppenhet som behdvs i storre kreativa projekt. Samtidigt ar
hon envis och ansvarstagande, vilket behdvs for att avsluta de manga projekten i tid.
Linnéas framsta tillgang &r dock hennes idéer for hur verksamheten skall utvecklas framat. En
av foreningens tydliga brister detta verksamhetsar har varit dess oférmaga att i den radande
pandemin bibehalla en transparent relation mellan styrelsen och medlemmarna. Detta tanker
Linnéa andra pa genom att med hjalp av fler varierande medium och informationskallor
Oppna upp styrelsens arbete och gora den mer lattillganglig for alla medlemmar. For att detta
skall lyckas @mnar hon att ocksa forbattra PR-utskottets atmosfar och framtoning.
Linnéa Vellani har gott om erfarenhet, vasentliga egenskaper och idéer for att fora PR-
utskottets och Elevkarens verksamhet framat, och ar darfor Valberedningens forslag till
styrelseposten PR-ansvarig.
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MEDLEMSANSVARIG

Valberedningens forslag till medlemsansvarig ar Dara Labriz.

Dara &r en sympatisk, driftig och strukturerad person som dessutom &ar en visionar med
passion for att gora studietiden lite battre for alla medlemmar i Norra Reals Elevkar. Dara har
erfarenhet av elevradsverksamhet pa grundskoleniva samt som scout. Han vill 6ka
medlemmarnas tillit till styrelsen genom att battre informera medlemmarna om elevkarens
verksamhet.

TRADDISANSVARIG

Valberedningens forslag till styrelseposten Traddisansvarig ar Molly Inde.

Molly har gatt om erfarenheter som kraver social kompetens, planering och samarbete;
kvalitéer som behdvs i ett arbete med jordnéra event och traditioner. Hon har arbetat som
barnvakt, pingistranare, suttit som ledamot i samma idrottsforenings styrelse och
sommarjobbat pa en nyhetsredaktion.

Vidare har hon helt ratt personprofil for styrelseposten. Molly &r social, aktiv, organiserad och
ansvarstagande, men framfor allt besitter hon en sympatisk 6ppenhet for nya idéer och andra
manniskor, nagonting som behdvs for att utveckla och bredda traditionsupplevelsen pa
skolan.

Mollys plan for det kommande verksamhetsaret genomsyras av denna 6ppenhet. Hon
framhaller ett fokus pa digitala aktiviteter som innefattar mer interaktion med medlemmarna
och foljarna pa sociala medier. Molly forstar vikten av medlemmarnas asikter, och hoppas
kunna skapa en plattform dar medlemmar kan skicka in énskemal och forslag pa nya
aktiviteter och traditioner. Langsiktigt menar Molly att den forbattrade 6ppenheten kommer
leda till en battre grund for att skapa nya traditioner samtidigt som de &ldre breddas och
forbattras. Molly sjalv har redan manga idéer for detta, exempelvis en stor poangjakt dver
flera skolor.

Molly har helt ratt installning till styrelsepostens arbete, goda och givande erfarenheter,
vederbdrliga egenskaper och en uppfriskande, idealistisk plan for hur hon vill utveckla
Traddisutskottets och Elevkarens verksamhet framat, och ar darfor Valberedningens forslag
till styrelseposten Traddisansvarig.

FORENINGSANSVARIG

Valberedningens forslag till Foreningsansvarig ar Isak Nordman Rid.

Isak har erfarenhet av att ha suttit i foreningsutskottet samt av att ha varit fotbollstrdnare. Han
vill 6ka foreningarnas majlighet till att bedriva sin verksamhet pa distans online samt
undersoka huruvida viss verksamhet kan bedrivas i skolan. Han vill ha ett mer aktivt

Instagramkonto for att information fran karen ska na ut till fler medlemmar. Isaks hogsta mal

ar att Norra Real ska fa ett musikrum.

IDROTTSANSVARIG
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Valberedningens forslag till Idrottsansvarig ar Matilda Svenberg.

Vi letade efter ndgon som dels var kreativ och driven, men som kunde balansera det med den
typ av lugn och strukturerat tank som kan kravas for att anordna stora event. Det ar ocksa har
vi ser Matilda som den bést lampade, Med goda tidigare kunskaper och erfarenheter.

Sedan kommer det faktum att hennes svar pd “vilka forandringar kommer du gora under
COVID?” var langt over all forvédntan. briljanta men hittills otdnkta tankar som “E-
sportsturneringar” och “ virtuella trdningspass [sanning med modifikation]” tyder pé precis
ratt tankesétt for en post som dels ar ny, och som dels lider pa grund av onlineskolan.

Slutligen, det faktum att hennes andrahandsval var “Administrativ Chef” tyder pa den typ av
ordning som man kan férvanta sig av nagon som ska leda stora idrottsevenemang.

PAVERKANSANSVARIG

Valberedningens forslag till paverkansansvarig ar Arvid Hedenstierna Jonson.

Arvid har erfarenhet fran att ha suttit i paverkansutskottet samt fran elevradsverksamhet pa
grundskoleniva. Arvid vill infora fler distansanpassade aktiviteter online samt 6ka mangden
nya aktiviteter for att karen inte ska fastna i gamla rutiner. Han vill &ven fortsatta utoka
arbetet med att gora paverkansutskottets Instagramkonto till en fungerande idé lada for att pa
sa satt 6ka medlemmarnas paverkan over styrelsens beslut.

REVISORER

Valberedningens forslag till revisorer ar Joseph Hao och Bienvenue Kulaluka.

Joseph har erfarenhet fran att sitta som ordférande och styrelsemedlem i flertal foreningar
inom Norra Real samt fran att ha suttit i paverkansutskottet och medlemsutskottet. Han har
aven erfarenhet av att 6verblicka bokforing fran diverse foreningar samt fran entreprenorskap
som lars ut pa Norra Real. Joseph &r ocksa vl bekantad med elevkarens stadgar som han
arbetat med vid ett flertal tillfallen.

Bienvenue har varit elevkarens ordférande under foregaende ar. Han har aven erfarenhet fran
foreningar utanfor Norra Real samt fran att ha suttit i foreningsutskottet. Bienvenue vill
bevara den kompetens om elevkarens verksamhet under ett ordinarie ar och fora den vidare
till en styrelse som endast sett karen verka under radande omstandigheter.
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Ordlista

Acklamation: Det vanligaste sattet att fatta beslut p&, genom ja-rop.

Ajournera: Métet skjuts upp till en senare tidpunkt. Ajourneringen gors for att
exempelvis ta rast.

Ansvarsfrihet: Styrelsen kan beviljas ansvarsfrihet av arsmotet om medlemmarna
anser att styrelsen har skott sitt uppdrag utan allvarliga forseelser. Att bevilja styrelsen
ansvarsfrihet innebar att medlemmarna utifran den information de har fatt, godkanner

hur styrelsen arbetat. Debatten om ansvarsfrihet foregas av att den auktoriserade
revisorn och lekmannarevisorerna presenterar sina revisionsberéttelser.

Apostroferad: Ens namn ar namnt och man kan ha rétt till replik.

Arbetsordning: Bestammer vilka regler som galler under motet och hur det ska
genomforas.

Andragangstalare: Talare som under en debatt talar for andra gangen.

Att-sats: Karnan, sjalva kravet, i ett yrkande, en motion eller proposition, skrivs i
formen av en att-sats, en mening som inleds med ordet "att”.

Bifall: Accepterande, godkannande av yrkande, motion, eller proposition.
Bokslut: Ekonomisk sammanstallning med balansrakning och resultatrakning.
Bordlagga: Att lamna en fraga for att ta upp det vid ett senare tillfalle

Dagordning: Lista 6ver drenden som ett mote ska behandla. Dagordningen foreslas
av styrelsen och faststalls slutgiltigt av arsmotet.

Enhalligt beslut: DA alla réstar pd samma forslag.
Forstagangstalare: Person som talar for forsta gngen i en debatt och har fortur.

Huvudforslag: Alla yrkanden stélls mot varandra i en ordning som gor att det
motforslag med storst stod stélls emot huvudforslaget. Regleras i arbetsordningen.
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Justerare: Kontroll av att arsmotesprotokollet ar riktigt gors av dem som ar valda till
justerare. Kontrollen innebér att det som beslutats ar det som skrivs ner. Arsmétet
véljer tva personer till justerare tillika rostraknare.

Jamkning: Sammanférande av tva likartade yrkande till ett. Kan foreslas av
motesordforanden men maste godkannas av dem som gjort yrkandena. Sa om tva
elevkarer yrkar, var for sig, pa samma sak kan de sla ihop sina yrkanden till ett och
samma.

Kontrapropositionsvotering: Voteringar som gérs for att fa fram ett motférslag till
huvudforslaget. Tva av forslagen stélls mot varandra at gangen tills ett enda forslag ar
kvar. Detta forslag stalls mot huvudférslaget.

Lekmannarevisor: Person som valts av medlemmarna for att kunna granska
foreningens verksamhet.

Lagga nagot till handlingarna: Innebar att det i protokollet anfors att arendet har
rapporterats utan att vidare beslut tas i fragan. Exempel pa detta ar styrelsens
rapportering av verksamhetsberattelsen, eller revisorernas revisionsberattelser.

Motion: Forslag till arsmotet fran medlemmarna.

Ordningsfraga: Fraga som handlar om hur métet genomfors, exempelvis yrkande om
streck i debatten, ajournering for lunch, sakupplysning eller propositionsordning. En

ordningsfraga gar fore talarna i talarlistan.

Plenum: Rummet for motet. Férhandlingar sker i plenum, vilket innebér att alla
rostberattigade samlas i arsmétessalen for att fatta beslut.

Pladering: Nar en person talar for en kandidat infor ett val till fortroendeuppdrag.
Proposition: Styrelsens forslag till arsmotet.

Replik: Kort inlagg av person som kénner sig personligt angripen fran talarstolen. Det
ar motespresidiet som beviljar eller avslar begaran om replik. Beviljad replik bryter

talarlistan.

Reservation: Kan anmélas i samband med beslut och innebér att man tydligt vill
markera att man tar avstand fran beslutet. Reservation skrivs ner i protokollet.

Revision: Granskning av styrelsens forvaltning. Delvis av ekonomisk férvaltning, men
aven av hur val stadgan efterféljs m.m.

Rékenskapsar: Bokforingsperiod som avslutas med ett bokslut
Rostlangd: Forteckning dver de rostberattigade pa rsmotet. Endast de medlemmarna

som finns med i rostlangden har rostrétt och darmed mojlighet att fatta beslut pa
arsmotet. Rostlangden justeras 1opande under arsmotet.
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RoOstrakning: Innebar att ndgon begar en omrostning dér alla rostberattigade réacker upp
sina rostkort i luften, och rostréknarna raknar antalet roster.

Sakupplysning: Upplysning som kan vara till nytta for de narvarande vid arsmotet. En
sakupplysning gar fore i talarlistan, vilket regleras i arbetsordningen.

Stadgar: Foreningens regelverk.

Streck i debatten: Om man anser att det pratats nog i en fraga kan streck i debatten
begéras, vilket regleras i arbetsordningen.

Talarlista: Lista, som fors av motespresidiet, Gver de som begart ordet under ett
mote.

Tillaggsyrkande: Ett tillagg till tidigare yrkande i en motion eller proposition.
Tillaggsyrkandet maste ga i motionens eller propositionens anda, annars &r den att
betrakta som ny fraga.

Verksamhetsberattelse: Redogorelse fran elevkarsstyrelsen 6ver viktigare hindelser
knutna

till verksamheten under det gangna aret.

Verksamhetsplan: Styrelsens plan 6ver hur verksamheten bor se ut det kommande
verksamhetsaret. D.v.s. vilka event och aktiviteter som nastkommande elevkarstyrelse ska
anordnas.

Verksamhetsar: Tiden mellan tvé ordinarie drsméten.

Votering: Innebér att ndgon begar en omréstning dar acklamation tillampas.
Yrkande: Ett yrkande &r detsamma som ett forslag under ett méte.

Yrkandestopp: Inga nya forslag far inkomma.

Arsmoétespresidium: De som leder &rsmotet d.v.s. drsméteordforanden och
arsmotessekreterare. Norra Reals Elevkar brukar ha tvd motesordforanden och tva
motessekreterare.

Arsredovisning/arsbokslut: Den I5pande bokforingen avslutas for aktuellt
rakenskapsar. Den sammanstallda informationen redovisas i en balans- och
resultatrakning for aktuellt rakenskapsar.
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Stadgar

Norra Reals Elevkars Stadga

Med organisationsnummer 802408-7036

Antogs pa arsmotet 3-5 februari 2020

§ 1 Organisationen

mom 1 Elevkarens juridiska namn &r Norra Reals Elevkar.

mom 2 Norra Reals Elevkars hogsta beslutande organ ar arsmatet och darefter
Elevkarsstyrelsen.

mom 3 Norra Reals Elevkar ar partipolitiskt och religiost obundet.
mom 4 Norra Reals Elevkar har sitt sate i Stockholm.
mom 5 Norra Reals Elevkar ar en ideell férening.

Hadanefter kommer Norra Reals Elevkar i denna stadga refereras som Elevkaren.
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8§ 2 Organisationens syfte

mom 1 Elevkarens syfte ar att gora det mojligt for medlemmarna i Elevkaren pa Norra Real
att skapa sig en mer givande skolgang samt tillvarata medlemmarnas fackliga, ekonomiska,
sociala och akademiska intressen.

8§ 3 Organisationens medlemmar

mom 1 Elevkaren &r 6ppen for alla elever pa Norra Reals Gymnasium att ga med i.

mom 2 Medlemskap i Elevkaren géller under ett kalenderar.

mom 3 Medlemsavgiften faststalls av Elevkarens varje arsmote.

mom 4 For att bli medlem krévs:

- Att personen &r inskriven som elev pa Norra Reals Gymnasium

- Att eleven ansoker om ett medlemskap i Elevkaren

- Att eleven betalar en av arsmotet faststalld medlemsavgift

- Att Elevkarsstyrelsen godkanner ansékan

§ 4 Organisationens redovisningsar

mom 1 Elevkarens verksamhetsar ar tiden mellan tva ordinarie arsmoéten.

mom 2 Verksamhetsberattelsen omfattar det gangna verksamhetsaret.

mom 3 Elevkarens bokfdringsar foljer kalenderaret.

§ 5 Elevkarens arsmote

mom 1 Arsmotet ska hallas under det forsta kvartalet av varje &r.

mom 2 Arsmoétet far inte héllas pé skollov, helger eller andra dagar d& Norra Reals
Gymnasium inte ar 6ppet.

mom 3 Kallelse till arsmate skall kungoras minst fyra (4) veckor innan utsatt métesdatum.
mom 4 Alla medlemmar har néarvaro-, yttrande- och yrkanderétt pa arsmatet.
mom 5 Alla medlemmar har en individuell rost pa arsmotet.

mom 6 Propositionerna till arsmotet ska finnas tillgangliga for medlemmarna minst tre (3)
veckor innan arsmétet ska hallas.

mom 7 Motioner till arsmétet ska lamnas till elevkarsstyrelsen minst tva (2) vecka innan
arsmotet.
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mom 8 Arsméteshandlingarna ska finnas tillgangliga for medlemmarna minst tre (3)
skoldagar innan arsmotet.

Mom 9 Pa arsmétet maste minst foljande punkter behandlas:

— Motets 6ppnande

— Val av motesordforande, motessekreterare, motesjusterare tillika rostraknare

— Faststallande av rostlangd

— Fraga om métets stadgeenliga utlysande

— Godkénnande av dagordningen

— Redogorelse for verksamhetsberéttelse

— Behandling av propositioner

— Behandling av motioner fran medlemmar

— Revisionsberéttelse

— Fraga om avgaende styrelsens ansvarsfrihet

— Namngivning av poster i elevkarsstyrelsen

—Val av elevkarsstyrelse

— Val av revisorer

— Val av valberedning

— Ovriga fragor

— Motets avslutande

mom 10 Arsmoétet ska protokollforas.

mom 11 Pa elevkarsstyrelsens, revisorernas eller en majoritet av medlemmarnas begéaran kan
ett extra arsmote kallas. Det extra arsmotet ska kallas till tio skoldagar innan utsatt

motesdatum.

mom 12 Ifall revisorerna anser att arsmétet inte genomforts stadgeenligt sa kan arsmatet
ogiltigforklaras och ett nytt arsmote maste utlysas sa som skrivet i mom 11.

mom 13 Den avgaende elevkarsstyrelsen, om det &r motets mening, beviljas ansvarsfrihet pa
arsmatet och avgar fjorton (14) dagar efter arsmétets avslutande.

§ 6 Omrostning
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mom 1 Om inte annat skrivits i stadgan galler enkel majoritet vid omréstning.

mom 2 Sluten omrdstning ska anvandas vid personval med mer an en kandidat eller om det
begérs.

mom 3 Vid personval har varje rostande medlem en rdst per post som ska tillsattas.
mom 4 Vid personval galler att:

- om flera personer fatt lika manga roster ska man genomféra en skiljeomréstning mellan
dem.

- vid lika rostetal i skiljeomrostningen ska omrdstning fortsatta tills arsmotet kommit till ett
beslut.

87 Elevkarsstyrelse

mom 1 Elevkarsstyrelsen ar ansvarig for forvaltandet av elevkaren mellan tva arsméten.
mom 2 Elevkarsstyrelsens syfte ar att:

- verka efter den verksamhetsplan som arsmotet beslutar om

- tillvarata sina medlemmars intressen

- skota den lopande verksamheten i elevkaren

- aktivt verka for att engagera sa manga medlemmar som mojligt

mom 3 Elevkarsstyrelsen valjs av arsmotet.

mom 4 Elevkarsstyrelsen bestar av minst 7 och hégst 11 personer.

mom 5 Elevkarsstyrelsen ska till arsmotet lagga fram en verksamhetsberattelse och en
ekonomisk berattelse dar de redogor for aret som gatt.

mom 6 Rétt att stalla upp i val till elevkarsstyrelsen tillfaller de:

som ar medlemmar i Norra Reals Elevkar och om inget ovantat sker, kommer fortsatta vara
inskrivna vid Norra Real hela det kommande verksamhetsaret.

mom 7 | elevkarsstyrelsen skall inga ordférande, vice ordférande, administrativ chef och
kassor.

mom 8 Arsmétet far vélja personer till specifika poster i skilda val. For detta krévs att
antingen

a) Valberedningen har nominerat en person till en viss namngiven post
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b) Ett yrkande inkommit om att en post skall namnges och val till denna post ska hallas skiljt
fran valet av resterande dvriga ledamater, och detta yrkande bifallits av arsmotet.

mom 9 Elevkarsstyrelsen har mojlighet att adjungera in en ny styrelsemedlem, utifall en
person av synnerliga skél tvingats lamna sin post. For att detta ska kunna ske krévs ett
enhélligt beslut av ett styrelsemote dar minst 6/7 av ledamoterna ar nérvarande.

mom 10 Adjungerad ledamot har ndrvaro-, yttrande-och forslagsrétt.

§8 Utskott

mom 1 Det ska varje ar tillsattas minst sju stycken utskott: SAGA-utskottet,
Traditionsutskottet, PR-utskottet, Paverkansutskottet, Idrottsutskottet, Foreningsutskottet och
Medlemsutskottet.

mom 2 Utskotten ar en verkstallande del av elevkarsstyrelsen som ar under ledning av en
ledamot i elevkarsstyrelsen.

mom 3 Ordférande for varje utskott utnamns av elevkarsstyrelsen och maste vara en ledamot i
elevkarsstyrelsen.

mom 4 Utskottet ska besta av minst tre (3) personer varav en sitter i Elevkarsstyrelsen.

mom 5 Vid tillsattande av ett utskott ska medlemmarna upplysas minst tva (2) veckor innan
tills&ttandet.

89 Valberedning

mom 1 Valberedningen véljs av arsmotet.

mom 2 Valberedningen ska besta av minst 3 och hdgst 5 personer, varav en sammankallande
mom 3 Valberedningens ledaméter far ej inneha annat fortroendeuppdrag inom elevkaren.

mom 4 Valberedningen har till uppgift att lagga fram underlag till arsmétet infor val av
elevkarsstyrelse och revisorer for elevkaren.

mom 5 Valberedningen har mojlighet att adjungera in en ny ledamot, utifall en person av
synnerliga skal tvingats ldamna sin post. FOr att detta ska kunna ske kravs ett enhélligt beslut
av valberedningen déar minst 6/7 av ledamdterna ar nérvarande.

mom 6 Adjungerad ledamot har narvaro-, yttrande- och forslagsratt.

§10 Revision

mom 1 Revisorer viljs av arsmotet till en period mellan tva arsmoten.

mom 2 Revisorerna ska vara tva till antalet.

mom 3 Revisorerna har ratt att ta del av all verksamhet som elevkaren utovar.
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mom 4 Revisorernas har till uppgift att:

- ha insyn i elevkarens rakenskaper och verksamhet

- avlamna en revisionsberéttelse senast fem dagar fore arsmotets Gppnande
mom 5 | sin revisionsberéattelse ska revisorerna:

- beskriva hur revisionen gatt till

- i de eventuella fall da Elevkarsstyrelsens beslut inte 6verensstammer med arsmétets beslut
eller elevkarens stadgar, pavisa det for arsmotet

- i de eventuella fall da elevkarsstyrelsen grovt, eller i annat avseende, misskott sig pavisa det
for arsmotet

- uttala sig om huruvida styrelsen bor beviljas ansvarsfrihet

8§11 Elevskyddsombud

mom 1 Elevkarsstyrelsen ansvarar for att elevskyddsombud tillsatts.

mom 2 Eleverna pa Norra Real dger réatt att avsatta elevskyddsombud.

§12 Styrelsemoten

mom 1 Alla styrelseméten skall protokollféras. Alla dessa protokoll skall vara offentliga.
mom 2 Alla protokoll skall finnas tillgadngliga senast 10 skoldagar efter det aktuella motet.

mom 3 Elevkarens samtliga protokoll skall arkiveras och ligga till grund for elevkarens
verksamhetsberattelse vid verksamhetsarets slut.

mom 4 Alla beslut tas, med enkel majoritet av de ndrvarande styrelsemedlemmarna.
mom 5 Vid lika rostetal tar ordférande utslagsrost.

mom 6 Elevkarsstyrelsen sammantrader da ordféranden kallar till méte, eller da 12 av dvriga
styrelseledamoter skriftligen kraver det.

mom 7 Alla medlemmar har néarvaro- och yttranderatt pa styrelseméoten
mom 8 Elevkarsstyrelsen har rétt att fatta ett beslut att neka bisittare vid speciella fall.
8§13 Overlamning

mom 1 Avgaende Elevkarsstyrelse ska ha en éverlamningsperiod med tilltradande
Elevkarsstyrelsen direkt efter arsmotet
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mom 2 Overlamningen ska besté av det antal méten som avgaende och tilltradande styrelse
kommer Gverens om.

mom 3 Det ar den avgaende styrelsens uppgift att se till att tilltradande styrelse far en
overlamning.

§14 Uteslutning

mom 1 Uteslutning kan endast ske pa arsmotet. Uteslutning kan ske om medlemmen
motverkar Elevkarens syfte sa som faststallts i den har stadgan eller avsiktligt skadat
Elevkarens verksamhet.

mom 2 en medlem kan uteslutas om denne exempelvis:

- Forstor elevkarens egendom

- Trakasserar medlemmar i Norra Reals Elevkar under Elevkarens evenemang.

- Trakasserar fortroendevalda i deras roll som ledamoter.

- Medvetet utsatter en annan medlem eller fortroendevald for fara under Elevkarens
evenemang.

815 Tecknande av firma

mom 1 Elevkarsstyrelsen ager ratt att utse minst tva (2) och max tre (3) personer som kan
teckna Elevkarens firma.

§16 Uppldsning

mom 1 Om tva pa varandra féljande ordinarie arsmoten skulle besluta att uppl6sa foreningen
ska samma arsméte besluta vad som ska ske med foreningens tillgangar.

mom 2 Extrainsatta arsmoten kan inte vara till grund for upplésning av elevkaren.
mom 3 For upplésning av elevkaren krévs fem sjattedelars majoritet av arsmotet.
817 Andring av stadgan

mom 1 For att andra i den har stadgan kravs tre fjardedelars majoritet av arsmotet.

mom 2 Andringar i stadgan borjar galla nar &rsmaétesprotokollet dr justerat om inte &rsmotet
beslutar annat.
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction
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6.4.11 Checkboxes

6.4.12 Radio buttons
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6.6.4 Signature Confirmation Section
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6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message
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7.2.3 Recording Signatories’ system information
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10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      217.21.224.204

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The initiator Vera Kettner (VK) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-11-12 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46764036099) to Lina Ingstrand (LI). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46725779918) to Dalila Alibasic (DA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46768864017) to Robin Irberger (RI). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46793360632) to Yousra El Mourabit (YEM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46735628562) to Gustaf Alteus (GA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:25.016376 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+46706540605) to Verona Hevince (VH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-28 16:09:30.8979 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Lina Ingstrand (LI) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:30.919847 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Dalila Alibasic (DA) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:30.946731 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Robin Irberger (RI) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:30.968509 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Yousra El Mourabit (YEM) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:31.008243 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Verona Hevince (VH) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:36.989317 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Gustaf Alteus (GA) was delivered.

      


    

  



  

  

    		2021-09-28 16:09:39.505962 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      92.244.208.121

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Dalila Alibasic (DA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-28 16:09:44.464335 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      194.47.249.2

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustaf Alteus (GA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-28 16:10:37.619827 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      194.47.249.2

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +46735628562 for Gustaf Alteus (GA) to use for authentication.

      


    

  



  

  

    		2021-09-28 16:10:43.196497 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46735628562 for Gustaf Alteus (GA) to use for authentication.

      


    

  



  

  

    		2021-09-28 16:10:49.951893 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      194.47.249.2

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Gustaf Alteus (GA) signed in the signature box “signature 2”.
[image: signature]
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    		2021-09-28 16:10:49.951893 UTC ±5 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      194.47.249.2

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Gustaf Alteus (GA) signed the document using PIN by SMS as authentication method. The PIN was sent to +46735628562.

      


    

  



  

  

    		2021-09-28 16:15:31.167126 UTC ±6 ms

    		2021-09-28 15:50:59.448631 UTC

    		

      94.234.54.75

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Mobile Safari/537.36

      

    

    		

      

        The party Robin Irberger (RI) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-28 20:30:39.043427 UTC ±8 ms

    		2021-09-28 19:51:08.886033 UTC

    		

      80.216.67.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Yousra El Mourabit (YEM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-28 20:32:45.033288 UTC ±9 ms

    		2021-09-28 19:51:08.886033 UTC

    		

      80.216.67.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +46793360632 for Yousra El Mourabit (YEM) to use for authentication.

      


    

  



  

  

    		2021-09-28 20:32:51.863814 UTC ±9 ms

    		2021-09-28 19:51:08.886033 UTC

    		

      80.216.67.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Yousra El Mourabit (YEM) signed in the signature box “signature 2”.
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		9		0.117		0.256



 

      


    

  



  

  

    		2021-09-28 20:32:51.863814 UTC ±9 ms

    		2021-09-28 19:51:08.886033 UTC

    		

      80.216.67.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Yousra El Mourabit (YEM) signed the document using PIN by SMS as authentication method. The PIN was sent to +46793360632.

      


    

  



  

  

    		2021-09-28 20:32:52.57087 UTC ±9 ms

    		2021-09-28 19:51:08.886033 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46793360632 for Yousra El Mourabit (YEM) to use for authentication.

      


    

  



  

  

    		2021-09-28 21:39:51.606528 UTC ±9 ms

    		2021-09-28 20:51:10.431846 UTC

    		

      94.191.136.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lina Ingstrand (LI) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-28 21:40:33.58677 UTC ±10 ms

    		2021-09-28 20:51:10.431846 UTC

    		

      94.191.136.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +46764036099 for Lina Ingstrand (LI) to use for authentication.

      


    

  



  

  

    		2021-09-28 21:40:38.40849 UTC ±10 ms

    		2021-09-28 20:51:10.431846 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46764036099 for Lina Ingstrand (LI) to use for authentication.

      


    

  



  

  

    		2021-09-28 21:40:40.861878 UTC ±10 ms

    		2021-09-28 20:51:10.431846 UTC

    		

      94.191.136.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lina Ingstrand (LI) signed in the signature box “signature 1”.
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    		2021-09-28 21:40:40.861878 UTC ±10 ms

    		2021-09-28 20:51:10.431846 UTC

    		

      94.191.136.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lina Ingstrand (LI) signed the document using PIN by SMS as authentication method. The PIN was sent to +46764036099.

      


    

  



  

  

    		2021-09-29 08:26:19.620782 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using SMS to Dalila Alibasic (DA) at the request of the Scrive system.

      


    

  



  

  

    		2021-09-29 08:26:19.620782 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using SMS to Robin Irberger (RI) at the request of the Scrive system.

      


    

  



  

  

    		2021-09-29 08:26:19.620782 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using SMS to Verona Hevince (VH) at the request of the Scrive system.

      


    

  



  

  

    		2021-09-29 08:26:26.666812 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Dalila Alibasic (DA) was delivered.

      


    

  



  

  

    		2021-09-29 08:26:26.718756 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Robin Irberger (RI) was delivered.

      


    

  



  

  

    		2021-09-29 08:26:26.777065 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Verona Hevince (VH) was delivered.

      


    

  



  

  

    		2021-09-29 08:28:27.069417 UTC ±7 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      193.10.249.137

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Mobile Safari/537.36

      

    

    		

      

        The party Robin Irberger (RI) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-29 08:32:57.467616 UTC ±8 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      92.244.208.121

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Dalila Alibasic (DA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-29 08:33:22.532414 UTC ±8 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      92.244.208.121

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +46725779918 for Dalila Alibasic (DA) to use for authentication.

      


    

  



  

  

    		2021-09-29 08:33:28.102662 UTC ±8 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46725779918 for Dalila Alibasic (DA) to use for authentication.

      


    

  



  

  

    		2021-09-29 08:33:33.950031 UTC ±8 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      92.244.208.121

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Dalila Alibasic (DA) signed in the signature box “signature 2”.
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    		2021-09-29 08:33:33.950031 UTC ±8 ms

    		2021-09-29 07:51:30.71517 UTC

    		

      92.244.208.121

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Dalila Alibasic (DA) signed the document using PIN by SMS as authentication method. The PIN was sent to +46725779918.

      


    

  



  

  

    		2021-11-12 23:06:44.871441 UTC ±4 ms

    		2021-11-12 22:48:14.16334 UTC

    		

      

      

        

      

    

    		

      

        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

      


    

  



  

  

    		2021-11-29 13:10:28.522989 UTC ±2 ms

    		2021-11-29 13:02:18.898561 UTC

    		

      217.21.224.204

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The user Vera Kettner (VK) prolonged the signing due date.

      


    

  



  

  

    		2021-11-30 11:14:20.407629 UTC ±3 ms

    		2021-11-30 11:03:06.855705 UTC

    		

      94.234.36.130

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36

      

    

    		

      

        The party Robin Irberger (RI) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-30 11:15:04.942224 UTC ±3 ms

    		2021-11-30 11:03:06.855705 UTC

    		

      94.234.36.130

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36

      

    

    		

      

        An SMS with a PIN was sent to +46768864017 for Robin Irberger (RI) to use for authentication.

      


    

  



  

  

    		2021-11-30 11:15:13.659617 UTC ±4 ms

    		2021-11-30 11:03:06.855705 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46768864017 for Robin Irberger (RI) to use for authentication.

      


    

  



  

  

    		2021-11-30 11:15:17.104938 UTC ±4 ms

    		2021-11-30 11:03:06.855705 UTC

    		

      94.234.36.130

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36

      

    

    		

      

        The signatory Robin Irberger (RI) signed in the signature box “signature 2”.
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    		2021-11-30 11:15:17.104938 UTC ±4 ms

    		2021-11-30 11:03:06.855705 UTC

    		

      94.234.36.130

      

        Mozilla/5.0 (Linux; Android 10; SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36

      

    

    		

      

        The signatory Robin Irberger (RI) signed the document using PIN by SMS as authentication method. The PIN was sent to +46768864017.

      


    

  



  

  

    		2021-12-03 10:08:39.717061 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      37.46.161.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Verona Hevince (VH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-12-03 10:09:24.371663 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      37.46.161.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +46706540605 for Verona Hevince (VH) to use for authentication.

      


    

  



  

  

    		2021-12-03 10:09:26.472948 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46706540605 for Verona Hevince (VH) to use for authentication.

      


    

  



  

  

    		2021-12-03 10:09:32.159807 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      37.46.161.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Verona Hevince (VH) signed in the signature box “signature 2”.
[image: signature]Yot
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    		2021-12-03 10:09:32.159807 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      37.46.161.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Verona Hevince (VH) signed the document using PIN by SMS as authentication method. The PIN was sent to +46706540605.

      


    

  



  

  

    		2021-12-03 10:09:32.159807 UTC ±1 ms

    		2021-12-03 10:05:34.776166 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.55 ms

		standard deviation: 1.50 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.302%

		|e| < 5 ms: ≈99.843%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-10-22 18:29:50.976988 UTC and 2021-12-03 10:05:34.776166 UTC:







  		Time collected

  		Clock offset







  

    		2021-10-22 18:29:50.976988

    		-0.8 ms

  





  

    		2021-10-22 19:29:52.950486

    		1.8 ms

  





  

    		2021-10-22 20:29:54.686316

    		-0.4 ms

  





  

    		2021-10-22 21:29:56.990871

    		2.8 ms

  





  

    		2021-10-22 22:29:59.06997

    		-1.0 ms

  





  

    		2021-10-22 23:30:01.117398

    		-0.8 ms

  





  

    		2021-10-23 00:30:03.656998

    		2.1 ms

  





  

    		2021-10-23 01:30:05.542132

    		-0.3 ms

  





  

    		2021-10-23 02:30:07.368381

    		-1.2 ms

  





  

    		2021-10-23 03:30:08.784549

    		0.7 ms

  





  

    		2021-10-23 04:30:11.198852

    		1.2 ms

  





  

    		2021-10-23 05:30:13.389054

    		2.3 ms

  





  

    		2021-10-23 06:30:15.099882

    		3.1 ms

  





  

    		2021-10-23 07:30:17.03881

    		0.4 ms

  





  

    		2021-10-23 08:30:18.793112

    		1.2 ms

  





  

    		2021-10-23 09:30:21.867573

    		1.9 ms

  





  

    		2021-10-23 10:30:23.503781

    		-0.3 ms

  





  

    		2021-10-23 11:30:25.700366

    		2.4 ms

  





  

    		2021-10-23 12:30:27.791084

    		1.9 ms

  





  

    		2021-10-23 13:30:29.236408

    		0.2 ms

  





  

    		2021-10-23 14:30:30.833878

    		-0.5 ms

  





  

    		2021-10-23 15:30:32.428816

    		-1.8 ms

  





  

    		2021-10-23 16:30:34.368954

    		-0.5 ms

  





  

    		2021-10-23 17:30:37.720402

    		-1.2 ms

  





  

    		2021-10-23 18:30:39.206788

    		2.1 ms

  





  

    		2021-10-23 19:30:41.516313

    		2.9 ms

  





  

    		2021-10-23 20:30:43.665566

    		-0.7 ms

  





  

    		2021-10-23 21:30:45.59851

    		2.1 ms

  





  

    		2021-10-23 22:30:47.276509

    		-0.9 ms

  





  

    		2021-10-23 23:30:48.83005

    		-1.1 ms

  





  

    		2021-10-24 00:30:51.365546

    		0.5 ms

  





  

    		2021-10-24 01:30:52.952465

    		1.5 ms

  





  

    		2021-10-24 02:30:54.471403

    		1.5 ms

  





  

    		2021-10-24 03:30:55.976614

    		2.5 ms

  





  

    		2021-10-24 04:30:58.02046

    		0.3 ms

  





  

    		2021-10-24 05:30:59.89443

    		2.6 ms

  





  

    		2021-10-24 06:31:02.368996

    		0.4 ms

  





  

    		2021-10-24 07:31:04.207676

    		0.5 ms

  





  

    		2021-10-24 08:31:06.694825

    		0.8 ms

  





  

    		2021-10-24 09:31:09.089587

    		0.8 ms

  





  

    		2021-10-24 10:31:11.766653

    		-0.6 ms

  





  

    		2021-10-24 11:31:13.417195

    		-0.2 ms

  





  

    		2021-10-24 12:31:15.200892

    		-1.0 ms

  





  

    		2021-10-24 13:31:16.918133

    		0.4 ms

  





  

    		2021-10-24 14:31:18.652327

    		-0.1 ms

  





  

    		2021-10-24 15:31:20.45023

    		1.4 ms

  





  

    		2021-10-24 16:31:23.385914

    		2.0 ms

  





  

    		2021-10-24 17:31:24.946685

    		0.8 ms

  





  

    		2021-10-24 18:31:27.304827

    		0.2 ms

  





  

    		2021-10-24 19:31:28.82074

    		0.0 ms

  





  

    		2021-10-24 20:31:32.266501

    		1.4 ms

  





  

    		2021-10-24 21:31:33.658639

    		-0.3 ms

  





  

    		2021-10-24 22:31:36.014145

    		0.8 ms

  





  

    		2021-10-24 23:31:39.05925

    		-1.0 ms

  





  

    		2021-10-25 00:31:40.72619

    		-1.7 ms

  





  

    		2021-10-25 01:31:42.457932

    		1.0 ms

  





  

    		2021-10-25 02:31:44.484234

    		0.0 ms

  





  

    		2021-10-25 03:31:46.522424

    		2.2 ms

  





  

    		2021-10-25 04:31:48.475816

    		0.6 ms

  





  

    		2021-10-25 05:31:51.280329

    		1.9 ms

  





  

    		2021-10-25 06:31:53.524601

    		2.0 ms

  





  

    		2021-10-25 07:31:56.228542

    		-1.9 ms

  





  

    		2021-10-25 08:31:57.824681

    		-0.1 ms

  





  

    		2021-10-25 09:32:00.183809

    		1.8 ms

  





  

    		2021-10-25 10:32:02.249359

    		-0.8 ms

  





  

    		2021-10-25 11:32:04.632823

    		1.1 ms

  





  

    		2021-10-25 12:32:06.588642

    		-0.4 ms

  





  

    		2021-10-25 13:32:08.631746

    		-1.0 ms

  





  

    		2021-10-25 14:32:10.212912

    		0.5 ms

  





  

    		2021-10-25 15:32:12.188935

    		-0.2 ms

  





  

    		2021-10-25 16:32:14.283056

    		-0.7 ms

  





  

    		2021-10-25 17:32:17.296531

    		2.4 ms

  





  

    		2021-10-25 18:32:18.958126

    		2.0 ms

  





  

    		2021-10-25 19:32:22.249388

    		-0.8 ms

  





  

    		2021-10-25 20:32:23.877747

    		-0.1 ms

  





  

    		2021-10-25 21:32:25.542238

    		1.9 ms

  





  

    		2021-10-25 22:32:27.154169

    		3.1 ms

  





  

    		2021-10-25 23:32:29.92401

    		3.0 ms

  





  

    		2021-10-26 00:32:31.527764

    		1.1 ms

  





  

    		2021-10-26 01:32:34.178783

    		1.5 ms

  





  

    		2021-10-26 02:32:37.542977

    		3.2 ms

  





  

    		2021-10-26 03:32:40.640462

    		-0.6 ms

  





  

    		2021-10-26 04:32:42.494255

    		1.6 ms

  





  

    		2021-10-26 05:32:46.17335

    		1.7 ms

  





  

    		2021-10-26 06:32:48.144081

    		-0.1 ms

  





  

    		2021-10-26 07:32:50.677358

    		0.4 ms

  





  

    		2021-10-26 08:32:54.067574

    		-1.9 ms

  





  

    		2021-10-26 09:32:56.13776

    		-0.5 ms

  





  

    		2021-10-26 10:32:58.108639

    		-3.9 ms

  





  

    		2021-10-26 11:32:59.970698

    		-1.3 ms

  





  

    		2021-10-26 12:33:02.942816

    		-1.0 ms

  





  

    		2021-10-26 13:33:04.609715

    		0.2 ms

  





  

    		2021-10-26 14:33:07.870041

    		-0.5 ms

  





  

    		2021-10-26 15:33:09.986795

    		0.2 ms

  





  

    		2021-10-26 16:33:12.392979

    		-0.1 ms

  





  

    		2021-10-26 17:33:14.188784

    		2.8 ms

  





  

    		2021-10-26 18:33:15.979713

    		-0.9 ms

  





  

    		2021-10-26 19:33:17.642526

    		0.4 ms

  





  

    		2021-10-26 20:33:19.992085

    		-0.1 ms

  





  

    		2021-10-26 21:33:21.625126

    		2.0 ms

  





  

    		2021-10-26 22:33:23.493141

    		-0.2 ms

  





  

    		2021-10-26 23:33:25.084823

    		-0.1 ms

  





  

    		2021-10-27 00:33:26.971602

    		-0.1 ms

  





  

    		2021-10-27 01:33:28.718188

    		-0.8 ms

  





  

    		2021-10-27 02:33:30.440257

    		1.1 ms

  





  

    		2021-10-27 03:33:34.36499

    		0.9 ms

  





  

    		2021-10-27 04:33:36.5941

    		0.9 ms

  





  

    		2021-10-27 05:33:38.432045

    		-0.4 ms

  





  

    		2021-10-27 06:33:40.137063

    		-0.5 ms

  





  

    		2021-10-27 07:33:41.893316

    		-0.6 ms

  





  

    		2021-10-27 08:33:44.708393

    		1.3 ms

  





  

    		2021-10-27 09:33:46.798419

    		2.1 ms

  





  

    		2021-10-27 10:33:50.067054

    		0.0 ms

  





  

    		2021-10-27 11:33:51.964876

    		1.1 ms

  





  

    		2021-10-27 12:33:53.729811

    		1.3 ms

  





  

    		2021-10-27 13:33:55.564046

    		-0.4 ms

  





  

    		2021-10-27 14:33:58.061377

    		0.6 ms

  





  

    		2021-10-27 15:34:00.982907

    		0.0 ms

  





  

    		2021-10-27 16:34:02.581881

    		1.9 ms

  





  

    		2021-10-27 17:34:04.514292

    		0.0 ms

  





  

    		2021-10-27 18:34:06.389682

    		1.5 ms

  





  

    		2021-10-27 19:34:07.948285

    		2.6 ms

  





  

    		2021-10-27 20:34:09.405315

    		-0.1 ms

  





  

    		2021-10-27 21:34:11.053023

    		-0.3 ms

  





  

    		2021-10-27 22:34:14.599958

    		-2.7 ms

  





  

    		2021-10-27 23:34:17.457197

    		-2.4 ms

  





  

    		2021-10-28 00:34:19.110915

    		0.5 ms

  





  

    		2021-10-28 01:34:20.767534

    		0.8 ms

  





  

    		2021-10-28 02:34:22.737955

    		0.8 ms

  





  

    		2021-10-28 03:34:24.696141

    		3.8 ms

  





  

    		2021-10-28 04:34:26.22361

    		0.2 ms

  





  

    		2021-10-28 05:34:29.471308

    		0.3 ms

  





  

    		2021-10-28 06:34:31.356487

    		2.0 ms

  





  

    		2021-10-28 07:34:34.794239

    		0.2 ms

  





  

    		2021-10-28 08:34:36.520224

    		-0.2 ms

  





  

    		2021-10-28 09:34:38.165513

    		-0.1 ms

  





  

    		2021-10-28 10:34:40.863004

    		2.0 ms

  





  

    		2021-10-28 11:34:43.040716

    		-2.0 ms

  





  

    		2021-10-28 12:34:45.694489

    		-0.7 ms

  





  

    		2021-10-28 13:34:47.454358

    		0.8 ms

  





  

    		2021-10-28 14:34:49.161497

    		-0.1 ms

  





  

    		2021-10-28 15:34:51.197637

    		-0.8 ms

  





  

    		2021-10-28 16:34:53.356876

    		-0.5 ms

  





  

    		2021-10-28 17:34:54.8431

    		0.2 ms

  





  

    		2021-10-28 18:34:56.984773

    		1.1 ms

  





  

    		2021-10-28 19:34:59.098584

    		0.7 ms

  





  

    		2021-10-28 20:35:01.305686

    		0.6 ms

  





  

    		2021-10-28 21:35:03.64765

    		-0.4 ms

  





  

    		2021-10-28 22:35:05.334281

    		2.3 ms

  





  

    		2021-10-28 23:35:08.409054

    		2.8 ms

  





  

    		2021-10-29 00:35:10.200008

    		1.3 ms

  





  

    		2021-10-29 01:35:12.675297

    		-0.6 ms

  





  

    		2021-10-29 02:35:16.264656

    		1.6 ms

  





  

    		2021-10-29 03:35:18.241152

    		0.9 ms

  





  

    		2021-10-29 04:35:21.768586

    		2.3 ms

  





  

    		2021-10-29 05:35:23.48978

    		1.1 ms

  





  

    		2021-10-29 06:35:25.489558

    		2.0 ms

  





  

    		2021-10-29 07:35:27.175009

    		0.2 ms

  





  

    		2021-10-29 08:35:28.744261

    		-0.3 ms

  





  

    		2021-10-29 09:35:32.224018

    		0.9 ms

  





  

    		2021-10-29 10:35:34.373659

    		-0.1 ms

  





  

    		2021-10-29 11:35:35.960579

    		0.2 ms

  





  

    		2021-10-29 12:35:39.050325

    		-2.0 ms

  





  

    		2021-10-29 13:35:41.86716

    		0.4 ms

  





  

    		2021-10-29 14:35:50.001078

    		-1.8 ms

  





  

    		2021-10-29 15:35:53.695875

    		-0.1 ms

  





  

    		2021-10-29 16:35:55.75728

    		2.4 ms

  





  

    		2021-10-29 17:35:58.619406

    		3.3 ms

  





  

    		2021-10-29 18:36:00.605291

    		0.6 ms

  





  

    		2021-10-29 19:36:02.25736

    		0.4 ms

  





  

    		2021-10-29 20:36:05.011732

    		1.6 ms

  





  

    		2021-10-29 21:36:06.766864

    		1.7 ms

  





  

    		2021-10-29 22:36:09.126428

    		-1.2 ms

  





  

    		2021-10-29 23:36:11.083516

    		-1.5 ms

  





  

    		2021-10-30 00:36:12.935663

    		-2.5 ms

  





  

    		2021-10-30 01:36:15.042843

    		-4.8 ms

  





  

    		2021-10-30 02:36:16.834055

    		-3.3 ms

  





  

    		2021-10-30 03:36:18.606362

    		-3.0 ms

  





  

    		2021-10-30 04:36:20.232735

    		3.4 ms

  





  

    		2021-10-30 05:36:22.574346

    		2.4 ms

  





  

    		2021-10-30 06:36:24.266729

    		-0.9 ms

  





  

    		2021-10-30 07:36:25.915465

    		3.2 ms

  





  

    		2021-10-30 08:36:27.36579

    		2.9 ms

  





  

    		2021-10-30 09:36:29.029631

    		2.9 ms

  





  

    		2021-10-30 10:36:31.903632

    		2.7 ms

  





  

    		2021-10-30 11:36:33.40139

    		2.0 ms

  





  

    		2021-10-30 12:36:35.603122

    		-0.1 ms

  





  

    		2021-10-30 13:36:37.678066

    		1.2 ms

  





  

    		2021-10-30 14:36:39.634188

    		1.4 ms

  





  

    		2021-10-30 15:36:42.338092

    		0.8 ms

  





  

    		2021-10-30 16:36:44.199586

    		-1.6 ms

  





  

    		2021-10-30 17:36:46.869313

    		0.4 ms

  





  

    		2021-10-30 18:36:48.846619

    		-0.8 ms

  





  

    		2021-10-30 19:36:50.627098

    		-1.2 ms

  





  

    		2021-10-30 20:36:52.631225

    		1.8 ms

  





  

    		2021-10-30 21:36:54.675454

    		1.0 ms

  





  

    		2021-10-30 22:36:56.679281

    		1.5 ms

  





  

    		2021-10-30 23:36:58.450714

    		1.5 ms

  





  

    		2021-10-31 00:37:01.816577

    		2.5 ms

  





  

    		2021-10-31 01:37:03.62958

    		-0.3 ms

  





  

    		2021-10-31 02:37:05.576655

    		0.5 ms

  





  

    		2021-10-31 03:37:07.375367

    		0.4 ms

  





  

    		2021-10-31 04:37:10.566605

    		-0.8 ms

  





  

    		2021-10-31 05:37:12.398746

    		-0.2 ms

  





  

    		2021-10-31 06:37:15.105753

    		-1.2 ms

  





  

    		2021-10-31 07:37:17.03971

    		-0.3 ms

  





  

    		2021-10-31 08:37:18.748113

    		-0.4 ms

  





  

    		2021-10-31 09:37:21.824704

    		1.2 ms

  





  

    		2021-10-31 10:37:24.340256

    		-0.2 ms

  





  

    		2021-10-31 11:37:26.867184

    		0.0 ms

  





  

    		2021-10-31 12:37:28.524142

    		1.8 ms

  





  

    		2021-10-31 13:37:30.381795

    		1.3 ms

  





  

    		2021-10-31 14:37:32.012786

    		0.5 ms

  





  

    		2021-10-31 15:37:33.775017

    		1.2 ms

  





  

    		2021-10-31 16:37:35.440147

    		1.9 ms

  





  

    		2021-10-31 17:37:37.103143

    		0.1 ms

  





  

    		2021-10-31 18:37:38.800704

    		-0.9 ms

  





  

    		2021-10-31 19:37:42.235209

    		2.0 ms

  





  

    		2021-10-31 20:37:44.723893

    		0.2 ms

  





  

    		2021-10-31 21:37:46.6071

    		2.4 ms

  





  

    		2021-10-31 22:37:48.553136

    		0.8 ms

  





  

    		2021-10-31 23:37:50.618853

    		0.9 ms

  





  

    		2021-11-01 00:37:53.041427

    		-0.8 ms

  





  

    		2021-11-01 01:37:54.677505

    		1.6 ms

  





  

    		2021-11-01 02:37:58.240483

    		-1.1 ms

  





  

    		2021-11-01 03:38:00.086221

    		3.8 ms

  





  

    		2021-11-01 04:38:01.847303

    		-0.9 ms

  





  

    		2021-11-01 05:38:03.658985

    		0.2 ms

  





  

    		2021-11-01 06:38:05.260457

    		2.6 ms

  





  

    		2021-11-01 07:38:07.440241

    		1.3 ms

  





  

    		2021-11-01 08:38:09.730015

    		2.9 ms

  





  

    		2021-11-01 09:38:11.809862

    		-2.3 ms

  





  

    		2021-11-01 10:38:14.458909

    		0.4 ms

  





  

    		2021-11-01 11:38:16.301652

    		-0.1 ms

  





  

    		2021-11-01 12:38:18.244011

    		-1.3 ms

  





  

    		2021-11-01 13:38:20.793996

    		0.2 ms

  





  

    		2021-11-01 14:38:22.567579

    		1.9 ms

  





  

    		2021-11-01 15:38:24.297632

    		1.4 ms

  





  

    		2021-11-01 16:38:26.231637

    		4.0 ms

  





  

    		2021-11-01 17:38:28.467766

    		5.0 ms

  





  

    		2021-11-01 18:38:30.083722

    		0.9 ms

  





  

    		2021-11-01 19:38:32.462065

    		-1.2 ms

  





  

    		2021-11-01 20:38:34.303825

    		-2.0 ms

  





  

    		2021-11-01 21:38:36.677345

    		-1.8 ms

  





  

    		2021-11-01 22:38:38.276162

    		-0.5 ms

  





  

    		2021-11-01 23:38:40.138967

    		-2.4 ms

  





  

    		2021-11-02 00:38:42.05905

    		0.4 ms

  





  

    		2021-11-02 01:38:44.842476

    		-0.7 ms

  





  

    		2021-11-02 02:38:46.801513

    		-1.0 ms

  





  

    		2021-11-02 03:38:49.26438

    		-0.2 ms

  





  

    		2021-11-02 04:38:50.957624

    		-1.8 ms

  





  

    		2021-11-02 05:38:53.384985

    		-2.6 ms

  





  

    		2021-11-02 06:38:56.239732

    		1.7 ms

  





  

    		2021-11-02 07:38:57.976855

    		3.2 ms

  





  

    		2021-11-02 08:39:00.318735

    		1.2 ms

  





  

    		2021-11-02 09:39:02.342077

    		1.0 ms

  





  

    		2021-11-02 10:39:04.521764

    		2.7 ms

  





  

    		2021-11-02 11:39:06.206212

    		-0.4 ms

  





  

    		2021-11-02 12:39:08.185665

    		1.0 ms

  





  

    		2021-11-02 13:39:10.79315

    		2.7 ms

  





  

    		2021-11-02 14:39:13.610729

    		-0.3 ms

  





  

    		2021-11-02 15:39:15.388419

    		1.0 ms

  





  

    		2021-11-02 16:39:17.47593

    		0.0 ms

  





  

    		2021-11-02 17:39:19.323433

    		0.4 ms

  





  

    		2021-11-02 18:39:21.635754

    		-1.2 ms

  





  

    		2021-11-02 19:39:23.271254

    		-0.6 ms

  





  

    		2021-11-02 20:39:24.85888

    		-1.1 ms

  





  

    		2021-11-02 21:39:27.583888

    		-0.1 ms

  





  

    		2021-11-02 22:39:29.102461

    		0.1 ms

  





  

    		2021-11-02 23:39:31.274643

    		2.1 ms

  





  

    		2021-11-03 00:39:32.978805

    		2.1 ms

  





  

    		2021-11-03 01:39:35.980619

    		1.2 ms

  





  

    		2021-11-03 02:39:39.484559

    		-1.2 ms

  





  

    		2021-11-03 03:39:41.418745

    		0.7 ms

  





  

    		2021-11-03 04:39:43.316198

    		-1.4 ms

  





  

    		2021-11-03 05:39:45.141983

    		-0.8 ms

  





  

    		2021-11-03 06:39:47.998071

    		-0.4 ms

  





  

    		2021-11-03 07:39:49.716082

    		1.0 ms

  





  

    		2021-11-03 08:39:51.509834

    		-2.1 ms

  





  

    		2021-11-03 09:39:53.457043

    		0.4 ms

  





  

    		2021-11-03 10:39:55.399396

    		1.1 ms

  





  

    		2021-11-03 11:39:57.834993

    		1.6 ms

  





  

    		2021-11-03 12:40:02.692482

    		1.8 ms

  





  

    		2021-11-03 13:40:05.038253

    		0.7 ms

  





  

    		2021-11-03 14:40:07.318232

    		-2.4 ms

  





  

    		2021-11-03 15:40:09.210436

    		2.0 ms

  





  

    		2021-11-03 16:40:11.304602

    		-0.9 ms

  





  

    		2021-11-03 17:40:13.821157

    		2.0 ms

  





  

    		2021-11-03 18:40:15.500561

    		0.4 ms

  





  

    		2021-11-03 19:40:18.564854

    		-0.8 ms

  





  

    		2021-11-03 20:40:20.189862

    		-1.1 ms

  





  

    		2021-11-03 21:40:23.337034

    		1.5 ms

  





  

    		2021-11-03 22:40:26.233359

    		1.8 ms

  





  

    		2021-11-03 23:40:27.801581

    		0.2 ms

  





  

    		2021-11-04 00:40:30.669004

    		0.1 ms

  





  

    		2021-11-04 01:40:33.852285

    		2.3 ms

  





  

    		2021-11-04 02:40:35.423655

    		1.1 ms

  





  

    		2021-11-04 03:40:38.038569

    		0.4 ms

  





  

    		2021-11-04 04:40:39.675677

    		2.7 ms

  





  

    		2021-11-04 05:40:41.734577

    		0.8 ms

  





  

    		2021-11-04 06:40:44.068244

    		1.6 ms

  





  

    		2021-11-04 07:40:45.85819

    		3.0 ms

  





  

    		2021-11-04 08:40:49.076774

    		3.2 ms

  





  

    		2021-11-04 09:40:51.414443

    		2.8 ms

  





  

    		2021-11-04 10:40:53.913288

    		0.2 ms

  





  

    		2021-11-04 11:40:55.763554

    		1.3 ms

  





  

    		2021-11-04 12:40:57.341054

    		0.8 ms

  





  

    		2021-11-04 13:40:59.096914

    		1.3 ms

  





  

    		2021-11-04 14:41:01.533924

    		1.1 ms

  





  

    		2021-11-04 15:41:04.026912

    		0.7 ms

  





  

    		2021-11-04 16:41:05.723052

    		1.4 ms

  





  

    		2021-11-04 17:41:07.350702

    		0.3 ms

  





  

    		2021-11-04 18:41:09.570723

    		0.1 ms

  





  

    		2021-11-04 19:41:12.793651

    		-0.7 ms

  





  

    		2021-11-04 20:41:15.045077

    		1.8 ms

  





  

    		2021-11-04 21:41:17.236923

    		2.4 ms

  





  

    		2021-11-04 22:41:19.939703

    		-0.7 ms

  





  

    		2021-11-04 23:41:21.838763

    		-1.0 ms

  





  

    		2021-11-05 00:41:24.765954

    		-1.6 ms

  





  

    		2021-11-05 01:41:26.511387

    		2.0 ms

  





  

    		2021-11-05 02:41:28.721664

    		-0.7 ms

  





  

    		2021-11-05 03:41:30.302849

    		2.3 ms

  





  

    		2021-11-05 04:41:32.196212

    		1.0 ms

  





  

    		2021-11-05 05:41:33.938519

    		3.1 ms

  





  

    		2021-11-05 06:41:35.787793

    		2.6 ms

  





  

    		2021-11-05 07:41:37.624217

    		-1.5 ms

  





  

    		2021-11-05 08:41:39.372817

    		-0.5 ms

  





  

    		2021-11-05 09:41:40.983546

    		-0.2 ms

  





  

    		2021-11-05 10:41:42.895698

    		3.5 ms

  





  

    		2021-11-05 11:41:44.808806

    		3.9 ms

  





  

    		2021-11-05 12:41:47.203606

    		4.0 ms

  





  

    		2021-11-05 13:41:49.315143

    		0.7 ms

  





  

    		2021-11-05 14:41:51.399944

    		-0.7 ms

  





  

    		2021-11-05 15:41:54.202523

    		2.5 ms

  





  

    		2021-11-05 16:41:56.494284

    		2.4 ms

  





  

    		2021-11-05 17:41:58.355086

    		2.1 ms

  





  

    		2021-11-05 18:42:00.795493

    		-0.2 ms

  





  

    		2021-11-05 19:42:03.168297

    		1.3 ms

  





  

    		2021-11-05 20:42:05.39773

    		-0.8 ms

  





  

    		2021-11-05 21:42:07.008607

    		0.9 ms

  





  

    		2021-11-05 22:42:08.602653

    		-0.5 ms

  





  

    		2021-11-05 23:42:10.40414

    		-1.5 ms

  





  

    		2021-11-06 00:42:12.055505

    		-0.3 ms

  





  

    		2021-11-06 01:42:14.751197

    		-1.0 ms

  





  

    		2021-11-06 02:42:16.589346

    		2.0 ms

  





  

    		2021-11-06 03:42:19.174174

    		1.4 ms

  





  

    		2021-11-06 04:42:20.98099

    		0.9 ms

  





  

    		2021-11-06 05:42:23.887538

    		-0.4 ms

  





  

    		2021-11-06 06:42:25.733409

    		0.0 ms

  





  

    		2021-11-06 07:42:29.480803

    		1.3 ms

  





  

    		2021-11-06 08:42:31.648125

    		2.1 ms

  





  

    		2021-11-06 09:42:33.269433

    		3.4 ms

  





  

    		2021-11-06 10:42:35.279851

    		0.6 ms

  





  

    		2021-11-06 11:42:37.441858

    		3.6 ms

  





  

    		2021-11-06 12:42:39.269579

    		3.3 ms

  





  

    		2021-11-06 13:42:40.926056

    		0.4 ms

  





  

    		2021-11-06 14:42:42.972909

    		1.4 ms

  





  

    		2021-11-06 15:42:44.691874

    		0.5 ms

  





  

    		2021-11-06 16:42:46.33261

    		1.4 ms

  





  

    		2021-11-06 17:42:49.510335

    		0.2 ms

  





  

    		2021-11-06 18:42:51.193479

    		1.5 ms

  





  

    		2021-11-06 19:42:53.419933

    		-0.7 ms

  





  

    		2021-11-06 20:42:55.104413

    		-0.2 ms

  





  

    		2021-11-06 21:42:57.6884

    		1.6 ms

  





  

    		2021-11-06 22:43:00.935014

    		-0.3 ms

  





  

    		2021-11-06 23:43:04.321035

    		-0.1 ms

  





  

    		2021-11-07 00:43:07.288418

    		-1.8 ms

  





  

    		2021-11-07 01:43:08.938045

    		-0.6 ms

  





  

    		2021-11-07 02:43:11.207451

    		-0.8 ms

  





  

    		2021-11-07 03:43:14.659918

    		0.0 ms

  





  

    		2021-11-07 04:43:16.401882

    		1.0 ms

  





  

    		2021-11-07 05:43:18.440965

    		0.7 ms

  





  

    		2021-11-07 06:43:20.397798

    		0.3 ms

  





  

    		2021-11-07 07:43:23.301525

    		0.4 ms

  





  

    		2021-11-07 08:43:25.529821

    		0.2 ms

  





  

    		2021-11-07 09:43:27.562625

    		1.5 ms

  





  

    		2021-11-07 10:43:29.153842

    		-1.0 ms

  





  

    		2021-11-07 11:43:31.426921

    		1.3 ms

  





  

    		2021-11-07 12:43:34.299257

    		-0.9 ms

  





  

    		2021-11-07 13:43:36.305554

    		1.8 ms

  





  

    		2021-11-07 14:43:38.453045

    		-2.4 ms

  





  

    		2021-11-07 15:43:40.85911

    		-1.6 ms

  





  

    		2021-11-07 16:43:42.438478

    		-1.8 ms

  





  

    		2021-11-07 17:43:44.545175

    		1.8 ms

  





  

    		2021-11-07 18:43:46.159874

    		0.0 ms

  





  

    		2021-11-07 19:43:47.747068

    		1.2 ms

  





  

    		2021-11-07 20:43:50.233258

    		3.8 ms

  





  

    		2021-11-07 21:43:52.7149

    		0.0 ms

  





  

    		2021-11-07 22:43:54.791648

    		3.8 ms

  





  

    		2021-11-07 23:43:56.365302

    		2.7 ms

  





  

    		2021-11-08 00:43:58.395582

    		1.8 ms

  





  

    		2021-11-08 01:44:00.229014

    		2.0 ms

  





  

    		2021-11-08 02:44:01.768206

    		-1.0 ms

  





  

    		2021-11-08 03:44:03.520573

    		-1.9 ms

  





  

    		2021-11-08 04:44:07.049934

    		-1.0 ms

  





  

    		2021-11-08 05:44:10.419615

    		-0.3 ms

  





  

    		2021-11-08 06:44:12.042262

    		2.5 ms

  





  

    		2021-11-08 07:44:14.584187

    		2.0 ms

  





  

    		2021-11-08 08:44:16.445852

    		1.4 ms

  





  

    		2021-11-08 09:44:18.28032

    		0.2 ms

  





  

    		2021-11-08 10:44:20.080053

    		2.5 ms

  





  

    		2021-11-08 11:44:22.426807

    		1.9 ms

  





  

    		2021-11-08 12:44:24.001104

    		0.5 ms

  





  

    		2021-11-08 13:44:26.510881

    		0.7 ms

  





  

    		2021-11-08 14:44:29.47654

    		2.7 ms

  





  

    		2021-11-08 15:44:31.137371

    		-0.2 ms

  





  

    		2021-11-08 16:44:34.422522

    		0.5 ms

  





  

    		2021-11-08 17:44:36.218216

    		0.7 ms

  





  

    		2021-11-08 18:44:37.86924

    		-1.0 ms

  





  

    		2021-11-08 19:44:39.306791

    		1.8 ms

  





  

    		2021-11-08 20:44:41.200775

    		3.2 ms

  





  

    		2021-11-08 21:44:43.198443

    		0.6 ms

  





  

    		2021-11-08 22:44:45.137983

    		-0.7 ms

  





  

    		2021-11-08 23:44:47.736497

    		-0.2 ms

  





  

    		2021-11-09 00:44:49.271125

    		1.4 ms

  





  

    		2021-11-09 01:44:50.839866

    		-0.5 ms

  





  

    		2021-11-09 02:44:53.473803

    		1.4 ms

  





  

    		2021-11-09 03:44:55.286836

    		2.6 ms

  





  

    		2021-11-09 04:44:57.088049

    		3.0 ms

  





  

    		2021-11-09 05:44:58.936106

    		-0.5 ms

  





  

    		2021-11-09 06:45:00.739884

    		-1.3 ms

  





  

    		2021-11-09 07:45:03.07115

    		-1.9 ms

  





  

    		2021-11-09 08:45:05.430173

    		1.6 ms

  





  

    		2021-11-09 09:45:08.388501

    		-0.2 ms

  





  

    		2021-11-09 10:45:10.813007

    		2.0 ms

  





  

    		2021-11-09 11:45:12.855004

    		-3.5 ms

  





  

    		2021-11-09 12:45:15.435113

    		-0.2 ms

  





  

    		2021-11-09 13:45:18.032843

    		0.0 ms

  





  

    		2021-11-09 14:45:19.775992

    		-3.1 ms

  





  

    		2021-11-09 15:45:23.177697

    		1.1 ms

  





  

    		2021-11-09 16:45:25.144171

    		0.3 ms

  





  

    		2021-11-09 17:45:26.764699

    		-1.0 ms

  





  

    		2021-11-09 18:45:28.784631

    		2.3 ms

  





  

    		2021-11-09 19:45:30.501898

    		2.7 ms

  





  

    		2021-11-09 20:45:32.175802

    		1.4 ms

  





  

    		2021-11-09 21:45:34.749911

    		-1.9 ms

  





  

    		2021-11-09 22:45:36.339348

    		0.8 ms

  





  

    		2021-11-09 23:45:38.374783

    		2.5 ms

  





  

    		2021-11-10 00:45:40.62004

    		1.8 ms

  





  

    		2021-11-10 01:45:42.406726

    		1.6 ms

  





  

    		2021-11-10 02:45:45.735971

    		1.7 ms

  





  

    		2021-11-10 03:45:49.158699

    		-0.3 ms

  





  

    		2021-11-10 04:45:50.767246

    		1.0 ms

  





  

    		2021-11-10 05:45:52.338224

    		2.6 ms

  





  

    		2021-11-10 06:45:54.191154

    		3.4 ms

  





  

    		2021-11-10 07:45:56.519368

    		1.8 ms

  





  

    		2021-11-10 08:45:58.620553

    		2.8 ms

  





  

    		2021-11-10 09:46:00.280764

    		1.7 ms

  





  

    		2021-11-10 10:46:02.996433

    		-1.0 ms

  





  

    		2021-11-10 11:46:05.065572

    		0.4 ms

  





  

    		2021-11-10 12:46:07.876941

    		1.8 ms

  





  

    		2021-11-10 13:46:09.876594

    		0.1 ms

  





  

    		2021-11-10 14:46:11.938138

    		-0.7 ms

  





  

    		2021-11-10 15:46:13.763536

    		-0.5 ms

  





  

    		2021-11-10 16:46:16.293117

    		-2.0 ms

  





  

    		2021-11-10 17:46:17.83549

    		0.5 ms

  





  

    		2021-11-10 18:46:19.770801

    		-1.7 ms

  





  

    		2021-11-10 19:46:21.332431

    		-1.8 ms

  





  

    		2021-11-10 20:46:23.812961

    		-1.2 ms

  





  

    		2021-11-10 21:46:25.722925

    		2.0 ms

  





  

    		2021-11-10 22:46:28.108973

    		1.4 ms

  





  

    		2021-11-10 23:46:29.82713

    		-0.6 ms

  





  

    		2021-11-11 00:46:32.491963

    		-3.4 ms

  





  

    		2021-11-11 01:46:34.541982

    		-2.8 ms

  





  

    		2021-11-11 02:46:36.040707

    		-2.8 ms

  





  

    		2021-11-11 03:46:38.803857

    		-4.5 ms

  





  

    		2021-11-11 04:46:41.769669

    		-1.0 ms

  





  

    		2021-11-11 05:46:43.674473

    		-0.9 ms

  





  

    		2021-11-11 06:46:45.576671

    		3.5 ms

  





  

    		2021-11-11 07:46:49.101341

    		0.9 ms

  





  

    		2021-11-11 08:46:51.549411

    		3.2 ms

  





  

    		2021-11-11 09:46:53.587579

    		2.2 ms

  





  

    		2021-11-11 10:46:55.526803

    		3.3 ms

  





  

    		2021-11-11 11:46:58.488009

    		2.1 ms

  





  

    		2021-11-11 12:47:00.269608

    		1.9 ms

  





  

    		2021-11-11 13:47:03.220016

    		1.5 ms

  





  

    		2021-11-11 14:47:05.817262

    		-2.2 ms

  





  

    		2021-11-11 15:47:07.348413

    		0.8 ms

  





  

    		2021-11-11 16:47:10.540162

    		-1.4 ms

  





  

    		2021-11-11 17:47:12.067079

    		1.4 ms

  





  

    		2021-11-11 18:47:13.523123

    		-0.2 ms

  





  

    		2021-11-11 19:47:15.037053

    		2.5 ms

  





  

    		2021-11-11 20:47:16.983833

    		-1.4 ms

  





  

    		2021-11-11 21:47:19.890156

    		-0.6 ms

  





  

    		2021-11-11 22:47:21.756453

    		-0.3 ms

  





  

    		2021-11-11 23:47:23.455462

    		0.1 ms

  





  

    		2021-11-12 00:47:25.408934

    		2.8 ms

  





  

    		2021-11-12 01:47:27.073308

    		1.8 ms

  





  

    		2021-11-12 02:47:29.883214

    		2.8 ms

  





  

    		2021-11-12 03:47:32.126934

    		0.4 ms

  





  

    		2021-11-12 04:47:33.710263

    		1.4 ms

  





  

    		2021-11-12 05:47:36.619624

    		-0.8 ms

  





  

    		2021-11-12 06:47:38.524252

    		0.8 ms

  





  

    		2021-11-12 07:47:40.576471

    		0.4 ms

  





  

    		2021-11-12 08:47:42.340388

    		1.3 ms

  





  

    		2021-11-12 09:47:45.105922

    		-1.3 ms

  





  

    		2021-11-12 10:47:47.376016

    		1.6 ms

  





  

    		2021-11-12 11:47:49.883991

    		2.0 ms

  





  

    		2021-11-12 12:47:52.558616

    		2.2 ms

  





  

    		2021-11-12 13:47:55.09251

    		-0.1 ms

  





  

    		2021-11-12 14:47:56.973616

    		3.3 ms

  





  

    		2021-11-12 15:47:58.366642

    		1.6 ms

  





  

    		2021-11-12 16:48:00.861262

    		2.5 ms

  





  

    		2021-11-12 17:48:02.399647

    		-0.4 ms

  





  

    		2021-11-12 18:48:04.419186

    		1.2 ms

  





  

    		2021-11-12 19:48:07.14774

    		0.7 ms

  





  

    		2021-11-12 20:48:08.700752

    		0.0 ms

  





  

    		2021-11-12 21:48:10.531132

    		-0.5 ms

  





  

    		2021-11-12 22:48:14.16334

    		-1.0 ms

  





  

    		2021-11-12 23:48:16.595463

    		0.8 ms

  





  

    		2021-11-13 00:48:19.404539

    		1.8 ms

  





  

    		2021-11-13 01:48:20.777609

    		0.1 ms

  





  

    		2021-11-13 02:48:23.355096

    		-4.3 ms

  





  

    		2021-11-13 03:48:25.332409

    		-4.1 ms

  





  

    		2021-11-13 04:48:27.199078

    		-1.1 ms

  





  

    		2021-11-13 05:48:30.009325

    		0.8 ms

  





  

    		2021-11-13 06:48:32.798431

    		0.3 ms

  





  

    		2021-11-13 07:48:34.886157

    		2.2 ms

  





  

    		2021-11-13 08:48:36.69371

    		1.6 ms

  





  

    		2021-11-13 09:48:38.453644

    		3.0 ms

  





  

    		2021-11-13 10:48:40.207123

    		1.1 ms

  





  

    		2021-11-13 11:48:42.164479

    		0.6 ms

  





  

    		2021-11-13 12:48:44.465696

    		0.9 ms

  





  

    		2021-11-13 13:48:46.603693

    		-0.1 ms

  





  

    		2021-11-13 14:48:48.814517

    		-0.5 ms

  





  

    		2021-11-13 15:48:50.851962

    		2.9 ms

  





  

    		2021-11-13 16:48:52.424359

    		2.0 ms

  





  

    		2021-11-13 17:48:54.223007

    		-0.6 ms

  





  

    		2021-11-13 18:48:55.838225

    		0.0 ms

  





  

    		2021-11-13 19:48:58.615781

    		0.5 ms

  





  

    		2021-11-13 20:49:00.717671

    		-0.3 ms

  





  

    		2021-11-13 21:49:03.209527

    		1.9 ms

  





  

    		2021-11-13 22:49:05.56641

    		-0.5 ms

  





  

    		2021-11-13 23:49:07.575719

    		-0.3 ms

  





  

    		2021-11-14 00:49:10.464943

    		0.1 ms

  





  

    		2021-11-14 01:49:12.253732

    		1.8 ms

  





  

    		2021-11-14 02:49:14.297071

    		1.2 ms

  





  

    		2021-11-14 03:49:16.132915

    		0.7 ms

  





  

    		2021-11-14 04:49:18.596988

    		0.3 ms

  





  

    		2021-11-14 05:49:20.840769

    		2.1 ms

  





  

    		2021-11-14 06:49:22.443051

    		2.6 ms

  





  

    		2021-11-14 07:49:24.049592

    		0.1 ms

  





  

    		2021-11-14 08:49:25.777705

    		-1.7 ms

  





  

    		2021-11-14 09:49:27.994225

    		1.7 ms

  





  

    		2021-11-14 10:49:30.177593

    		0.4 ms

  





  

    		2021-11-14 11:49:32.141757

    		2.7 ms

  





  

    		2021-11-14 12:49:35.453148

    		2.0 ms

  





  

    		2021-11-14 13:49:38.147179

    		0.6 ms

  





  

    		2021-11-14 14:49:39.808633

    		2.5 ms

  





  

    		2021-11-14 15:49:41.422578

    		0.9 ms

  





  

    		2021-11-14 16:49:42.984827

    		0.0 ms

  





  

    		2021-11-14 17:49:45.11426

    		0.1 ms

  





  

    		2021-11-14 18:49:47.367431

    		0.4 ms

  





  

    		2021-11-14 19:49:49.10795

    		-0.6 ms

  





  

    		2021-11-14 20:49:50.517344

    		1.2 ms

  





  

    		2021-11-14 21:49:52.508578

    		-0.1 ms

  





  

    		2021-11-14 22:49:56.26136

    		0.7 ms

  





  

    		2021-11-14 23:49:58.82913

    		0.2 ms

  





  

    		2021-11-15 00:50:00.883933

    		-0.1 ms

  





  

    		2021-11-15 01:50:02.976238

    		1.3 ms

  





  

    		2021-11-15 02:50:05.169832

    		1.3 ms

  





  

    		2021-11-15 03:50:07.577878

    		-0.1 ms

  





  

    		2021-11-15 04:50:09.69721

    		2.7 ms

  





  

    		2021-11-15 05:50:12.770868

    		1.7 ms

  





  

    		2021-11-15 06:50:14.773565

    		-0.2 ms

  





  

    		2021-11-15 07:50:16.383282

    		-0.5 ms

  





  

    		2021-11-15 08:50:19.947632

    		1.6 ms

  





  

    		2021-11-15 09:50:21.779242

    		-0.7 ms

  





  

    		2021-11-15 10:50:24.281274

    		0.8 ms

  





  

    		2021-11-15 11:50:27.173

    		-0.9 ms

  





  

    		2021-11-15 12:50:28.636056

    		-0.7 ms

  





  

    		2021-11-15 13:50:31.202497

    		0.2 ms

  





  

    		2021-11-15 14:50:33.348176

    		1.2 ms

  





  

    		2021-11-15 15:50:35.415535

    		-1.3 ms

  





  

    		2021-11-15 16:50:37.324732

    		0.7 ms

  





  

    		2021-11-15 17:50:38.92611

    		-2.1 ms

  





  

    		2021-11-15 18:50:40.349353

    		-1.5 ms

  





  

    		2021-11-15 19:50:42.713637

    		-1.6 ms

  





  

    		2021-11-15 20:50:45.314546

    		2.0 ms

  





  

    		2021-11-15 21:50:47.406735

    		1.2 ms

  





  

    		2021-11-15 22:50:48.828344

    		1.9 ms

  





  

    		2021-11-15 23:50:50.775759

    		2.5 ms

  





  

    		2021-11-16 00:50:52.526886

    		1.0 ms

  





  

    		2021-11-16 01:50:54.363819

    		3.2 ms

  





  

    		2021-11-16 02:50:56.93264

    		-0.6 ms

  





  

    		2021-11-16 03:50:58.467249

    		2.7 ms

  





  

    		2021-11-16 04:50:59.982199

    		-0.5 ms

  





  

    		2021-11-16 05:51:02.301929

    		-0.3 ms

  





  

    		2021-11-16 06:51:04.004323

    		2.7 ms

  





  

    		2021-11-16 07:51:06.440698

    		2.3 ms

  





  

    		2021-11-16 08:51:08.718112

    		-0.8 ms

  





  

    		2021-11-16 09:51:11.526855

    		-1.8 ms

  





  

    		2021-11-16 10:51:13.550904

    		-1.0 ms

  





  

    		2021-11-16 11:51:15.530575

    		-2.0 ms

  





  

    		2021-11-16 12:51:17.776705

    		1.5 ms

  





  

    		2021-11-16 13:51:19.496902

    		1.4 ms

  





  

    		2021-11-16 14:51:21.671396

    		2.3 ms

  





  

    		2021-11-16 15:51:23.761056

    		0.1 ms

  





  

    		2021-11-16 16:51:25.369976

    		-0.6 ms

  





  

    		2021-11-16 17:51:27.708573

    		0.7 ms

  





  

    		2021-11-16 18:51:29.178645

    		-1.6 ms

  





  

    		2021-11-16 19:51:31.013484

    		1.7 ms

  





  

    		2021-11-16 20:51:32.823112

    		1.7 ms

  





  

    		2021-11-16 21:51:34.978401

    		-0.8 ms

  





  

    		2021-11-16 22:51:36.593683

    		1.8 ms

  





  

    		2021-11-16 23:51:38.448484

    		-0.2 ms

  





  

    		2021-11-17 00:51:40.011733

    		-0.1 ms

  





  

    		2021-11-17 01:51:41.983985

    		1.1 ms

  





  

    		2021-11-17 02:51:43.624842

    		2.7 ms

  





  

    		2021-11-17 03:51:45.580067

    		0.7 ms

  





  

    		2021-11-17 04:51:48.294427

    		1.5 ms

  





  

    		2021-11-17 05:51:49.689614

    		-0.5 ms

  





  

    		2021-11-17 06:51:51.553683

    		0.5 ms

  





  

    		2021-11-17 07:51:53.130548

    		0.3 ms

  





  

    		2021-11-17 08:51:55.464597

    		0.3 ms

  





  

    		2021-11-17 09:51:57.613725

    		1.8 ms

  





  

    		2021-11-17 10:52:00.415513

    		3.0 ms

  





  

    		2021-11-17 11:52:02.838578

    		-0.8 ms

  





  

    		2021-11-17 12:52:05.673272

    		1.7 ms

  





  

    		2021-11-17 13:52:07.808276

    		1.3 ms

  





  

    		2021-11-17 14:52:09.701433

    		-2.6 ms

  





  

    		2021-11-17 15:52:11.764626

    		-1.3 ms

  





  

    		2021-11-17 16:52:13.361433

    		1.4 ms

  





  

    		2021-11-17 17:52:15.363926

    		0.0 ms

  





  

    		2021-11-17 18:52:17.558255

    		3.8 ms

  





  

    		2021-11-17 19:52:19.261273

    		-0.5 ms

  





  

    		2021-11-17 20:52:21.556915

    		0.2 ms

  





  

    		2021-11-17 21:52:23.900908

    		-0.2 ms

  





  

    		2021-11-17 22:52:25.416249

    		3.1 ms

  





  

    		2021-11-17 23:52:26.942095

    		0.9 ms

  





  

    		2021-11-18 00:52:30.007399

    		1.4 ms

  





  

    		2021-11-18 01:52:32.130653

    		2.5 ms

  





  

    		2021-11-18 02:52:34.576414

    		2.1 ms

  





  

    		2021-11-18 03:52:38.371531

    		3.7 ms

  





  

    		2021-11-18 04:52:40.791389

    		-0.7 ms

  





  

    		2021-11-18 05:52:43.197411

    		0.4 ms

  





  

    		2021-11-18 06:52:45.688297

    		-0.7 ms

  





  

    		2021-11-18 07:52:48.317351

    		1.2 ms

  





  

    		2021-11-18 08:52:49.954747

    		5.5 ms

  





  

    		2021-11-18 09:52:51.701591

    		2.8 ms

  





  

    		2021-11-18 10:52:55.585138

    		3.6 ms

  





  

    		2021-11-18 11:52:57.728805

    		-0.8 ms

  





  

    		2021-11-18 12:52:59.509554

    		0.7 ms

  





  

    		2021-11-18 13:53:01.535261

    		-0.8 ms

  





  

    		2021-11-18 14:53:03.19458

    		-7.9 ms

  





  

    		2021-11-18 15:53:04.827378

    		-2.9 ms

  





  

    		2021-11-18 16:53:07.789555

    		-1.9 ms

  





  

    		2021-11-18 17:53:09.603137

    		0.8 ms

  





  

    		2021-11-18 18:53:11.56133

    		-0.2 ms

  





  

    		2021-11-18 19:53:13.356812

    		3.4 ms

  





  

    		2021-11-18 20:53:14.771771

    		2.6 ms

  





  

    		2021-11-18 21:53:16.719766

    		0.0 ms

  





  

    		2021-11-18 22:53:18.657008

    		0.0 ms

  





  

    		2021-11-18 23:53:21.212933

    		-1.0 ms

  





  

    		2021-11-19 00:53:23.887913

    		1.9 ms

  





  

    		2021-11-19 01:53:26.336505

    		-1.1 ms

  





  

    		2021-11-19 02:53:27.894789

    		0.1 ms

  





  

    		2021-11-19 03:53:29.955439

    		0.0 ms

  





  

    		2021-11-19 04:53:31.968369

    		1.8 ms

  





  

    		2021-11-19 05:53:33.983652

    		-0.9 ms

  





  

    		2021-11-19 06:53:36.220367

    		-0.5 ms

  





  

    		2021-11-19 07:53:37.821246

    		-0.2 ms

  





  

    		2021-11-19 08:53:39.783934

    		3.3 ms

  





  

    		2021-11-19 09:53:41.812133

    		2.1 ms

  





  

    		2021-11-19 10:53:44.873617

    		2.8 ms

  





  

    		2021-11-19 11:53:46.931608

    		0.5 ms

  





  

    		2021-11-19 12:53:49.137318

    		-0.6 ms

  





  

    		2021-11-19 13:53:51.904985

    		1.3 ms

  





  

    		2021-11-19 14:53:53.572038

    		-0.9 ms

  





  

    		2021-11-19 15:53:55.318041

    		2.2 ms

  





  

    		2021-11-19 16:53:56.957828

    		1.3 ms

  





  

    		2021-11-19 17:53:58.71528

    		-0.2 ms

  





  

    		2021-11-19 18:54:00.708898

    		2.4 ms

  





  

    		2021-11-19 19:54:02.159447

    		-0.4 ms

  





  

    		2021-11-19 20:54:03.942084

    		0.1 ms

  





  

    		2021-11-19 21:54:06.451451

    		-0.2 ms

  





  

    		2021-11-19 22:54:08.31643

    		2.8 ms

  





  

    		2021-11-19 23:54:10.410932

    		3.1 ms

  





  

    		2021-11-20 00:54:13.990581

    		-0.4 ms

  





  

    		2021-11-20 01:54:15.977816

    		1.1 ms

  





  

    		2021-11-20 02:54:18.367656

    		2.4 ms

  





  

    		2021-11-20 03:54:20.070009

    		2.0 ms

  





  

    		2021-11-20 04:54:22.146739

    		1.8 ms

  





  

    		2021-11-20 05:54:25.150838

    		1.2 ms

  





  

    		2021-11-20 06:54:27.088553

    		0.4 ms

  





  

    		2021-11-20 07:54:29.651131

    		-1.3 ms

  





  

    		2021-11-20 08:54:31.630962

    		0.0 ms

  





  

    		2021-11-20 09:54:34.303361

    		3.8 ms

  





  

    		2021-11-20 10:54:37.359856

    		0.2 ms

  





  

    		2021-11-20 11:54:39.597489

    		-0.2 ms

  





  

    		2021-11-20 12:54:41.151713

    		2.7 ms

  





  

    		2021-11-20 13:54:43.695911

    		0.8 ms

  





  

    		2021-11-20 14:54:45.733936

    		2.5 ms

  





  

    		2021-11-20 15:54:47.371754

    		0.0 ms

  





  

    		2021-11-20 16:54:49.219758

    		0.4 ms

  





  

    		2021-11-20 17:54:50.74036

    		1.7 ms

  





  

    		2021-11-20 18:54:52.370825

    		0.0 ms

  





  

    		2021-11-20 19:54:54.107375

    		0.3 ms

  





  

    		2021-11-20 20:54:56.456573

    		-0.5 ms

  





  

    		2021-11-20 21:54:57.970383

    		1.4 ms

  





  

    		2021-11-20 22:54:59.590604

    		-1.0 ms

  





  

    		2021-11-20 23:55:01.719987

    		-0.8 ms

  





  

    		2021-11-21 00:55:03.332176

    		-1.1 ms

  





  

    		2021-11-21 01:55:05.532151

    		1.1 ms

  





  

    		2021-11-21 02:55:07.676532

    		0.8 ms

  





  

    		2021-11-21 03:55:09.436746

    		0.9 ms

  





  

    		2021-11-21 04:55:11.158602

    		0.9 ms

  





  

    		2021-11-21 05:55:13.250036

    		-0.8 ms

  





  

    		2021-11-21 06:55:16.339568

    		-0.9 ms

  





  

    		2021-11-21 07:55:19.652009

    		2.0 ms

  





  

    		2021-11-21 08:55:21.928709

    		0.0 ms

  





  

    		2021-11-21 09:55:23.752272

    		0.1 ms

  





  

    		2021-11-21 10:55:26.01851

    		1.1 ms

  





  

    		2021-11-21 11:55:28.055359

    		1.9 ms

  





  

    		2021-11-21 12:55:30.452318

    		2.2 ms

  





  

    		2021-11-21 13:55:32.467216

    		1.5 ms

  





  

    		2021-11-21 14:55:34.549216

    		3.0 ms

  





  

    		2021-11-21 15:55:36.269678

    		0.7 ms

  





  

    		2021-11-21 16:55:38.771962

    		1.6 ms

  





  

    		2021-11-21 17:55:40.343186

    		1.9 ms

  





  

    		2021-11-21 18:55:42.103247

    		0.3 ms

  





  

    		2021-11-21 19:55:43.894762

    		-0.7 ms

  





  

    		2021-11-21 20:55:45.711349

    		-1.1 ms

  





  

    		2021-11-21 21:55:47.296354

    		-0.2 ms

  





  

    		2021-11-21 22:55:49.657564

    		0.7 ms

  





  

    		2021-11-21 23:55:52.804308

    		1.3 ms

  





  

    		2021-11-22 00:55:54.513111

    		0.1 ms

  





  

    		2021-11-22 01:55:56.583136

    		0.2 ms

  





  

    		2021-11-22 02:55:58.434967

    		2.0 ms

  





  

    		2021-11-22 03:56:01.596639

    		0.2 ms

  





  

    		2021-11-22 04:56:03.216909

    		2.1 ms

  





  

    		2021-11-22 05:56:04.698051

    		2.0 ms

  





  

    		2021-11-22 06:56:07.347535

    		-0.6 ms

  





  

    		2021-11-22 07:56:09.392816

    		-0.7 ms

  





  

    		2021-11-22 08:56:11.836076

    		-0.4 ms

  





  

    		2021-11-22 09:56:14.365871

    		0.9 ms

  





  

    		2021-11-22 10:56:17.112528

    		1.3 ms

  





  

    		2021-11-22 11:56:20.719399

    		-0.3 ms

  





  

    		2021-11-22 12:56:23.122968

    		3.3 ms

  





  

    		2021-11-22 13:56:25.876175

    		0.6 ms

  





  

    		2021-11-22 14:56:27.547873

    		3.1 ms

  





  

    		2021-11-22 15:56:29.089343

    		1.4 ms

  





  

    		2021-11-22 16:56:31.404066

    		1.2 ms

  





  

    		2021-11-22 17:56:33.095642

    		0.7 ms

  





  

    		2021-11-22 18:56:34.949421

    		2.7 ms

  





  

    		2021-11-22 19:56:36.324706

    		1.5 ms

  





  

    		2021-11-22 20:56:38.130929

    		2.3 ms

  





  

    		2021-11-22 21:56:39.748559

    		1.1 ms

  





  

    		2021-11-22 22:56:41.76009

    		1.4 ms

  





  

    		2021-11-22 23:56:44.459115

    		0.1 ms

  





  

    		2021-11-23 00:56:46.878167

    		0.2 ms

  





  

    		2021-11-23 01:56:49.160947

    		-0.2 ms

  





  

    		2021-11-23 02:56:51.253462

    		-0.2 ms

  





  

    		2021-11-23 03:56:53.004804

    		-0.7 ms

  





  

    		2021-11-23 04:56:54.808515

    		-0.3 ms

  





  

    		2021-11-23 05:56:56.435466

    		2.4 ms

  





  

    		2021-11-23 06:56:58.323389

    		-2.3 ms

  





  

    		2021-11-23 07:57:01.94303

    		1.0 ms

  





  

    		2021-11-23 08:57:03.703151

    		-0.1 ms

  





  

    		2021-11-23 09:57:05.490675

    		-1.8 ms

  





  

    		2021-11-23 10:57:07.788582

    		0.3 ms

  





  

    		2021-11-23 11:57:09.632662

    		-1.2 ms

  





  

    		2021-11-23 12:57:11.529051

    		0.0 ms

  





  

    		2021-11-23 13:57:13.585861

    		-0.3 ms

  





  

    		2021-11-23 14:57:15.195407

    		-0.6 ms

  





  

    		2021-11-23 15:57:16.845611

    		-2.3 ms

  





  

    		2021-11-23 16:57:18.699152

    		1.7 ms

  





  

    		2021-11-23 17:57:20.411262

    		2.1 ms

  





  

    		2021-11-23 18:57:22.393804

    		1.8 ms

  





  

    		2021-11-23 19:57:23.962257

    		2.4 ms

  





  

    		2021-11-23 20:57:26.138045

    		0.4 ms

  





  

    		2021-11-23 21:57:28.493804

    		-0.9 ms

  





  

    		2021-11-23 22:57:30.234678

    		-0.2 ms

  





  

    		2021-11-23 23:57:33.201391

    		-1.7 ms

  





  

    		2021-11-24 00:57:35.630424

    		-0.8 ms

  





  

    		2021-11-24 01:57:37.6763

    		1.4 ms

  





  

    		2021-11-24 02:57:39.83702

    		1.0 ms

  





  

    		2021-11-24 03:57:42.36604

    		0.0 ms

  





  

    		2021-11-24 04:57:44.371202

    		3.2 ms

  





  

    		2021-11-24 05:57:46.032499

    		1.1 ms

  





  

    		2021-11-24 06:57:48.121741

    		0.7 ms

  





  

    		2021-11-24 07:57:50.871676

    		0.2 ms

  





  

    		2021-11-24 08:57:52.548851

    		0.7 ms

  





  

    		2021-11-24 09:57:54.285363

    		0.3 ms

  





  

    		2021-11-24 10:57:56.563439

    		1.3 ms

  





  

    		2021-11-24 11:57:58.470602

    		-0.6 ms

  





  

    		2021-11-24 12:58:01.563763

    		0.1 ms

  





  

    		2021-11-24 13:58:04.807712

    		-0.5 ms

  





  

    		2021-11-24 14:58:06.900079

    		0.1 ms

  





  

    		2021-11-24 15:58:10.916769

    		0.6 ms

  





  

    		2021-11-24 16:58:12.814298

    		-0.7 ms

  





  

    		2021-11-24 17:58:14.467142

    		1.1 ms

  





  

    		2021-11-24 18:58:16.597969

    		0.1 ms

  





  

    		2021-11-24 19:58:18.252671

    		-1.3 ms

  





  

    		2021-11-24 20:58:20.002683

    		-0.7 ms

  





  

    		2021-11-24 21:58:21.496065

    		-1.0 ms

  





  

    		2021-11-24 22:58:23.356612

    		-0.9 ms

  





  

    		2021-11-24 23:58:26.263936

    		1.7 ms

  





  

    		2021-11-25 00:58:28.061835

    		1.1 ms

  





  

    		2021-11-25 01:58:30.541858

    		0.9 ms

  





  

    		2021-11-25 02:58:31.915022

    		-0.1 ms

  





  

    		2021-11-25 03:58:33.981046

    		1.6 ms

  





  

    		2021-11-25 04:58:35.994742

    		1.4 ms

  





  

    		2021-11-25 05:58:38.168448

    		1.9 ms

  





  

    		2021-11-25 06:58:39.841093

    		-1.1 ms

  





  

    		2021-11-25 07:58:41.779731

    		-0.4 ms

  





  

    		2021-11-25 08:58:43.661346

    		1.6 ms

  





  

    		2021-11-25 09:58:45.200331

    		1.7 ms

  





  

    		2021-11-25 10:58:47.205907

    		3.1 ms

  





  

    		2021-11-25 11:58:48.942932

    		0.6 ms

  





  

    		2021-11-25 12:58:52.105054

    		1.4 ms

  





  

    		2021-11-25 13:58:54.769574

    		0.2 ms

  





  

    		2021-11-25 14:58:56.377759

    		-0.6 ms

  





  

    		2021-11-25 15:58:58.109198

    		3.1 ms

  





  

    		2021-11-25 16:59:01.014714

    		0.3 ms

  





  

    		2021-11-25 17:59:02.796403

    		-0.4 ms

  





  

    		2021-11-25 18:59:04.605139

    		0.6 ms

  





  

    		2021-11-25 19:59:06.414957

    		0.5 ms

  





  

    		2021-11-25 20:59:08.146182

    		0.6 ms

  





  

    		2021-11-25 21:59:09.746166

    		1.2 ms

  





  

    		2021-11-25 22:59:11.770019

    		2.6 ms

  





  

    		2021-11-25 23:59:13.940452

    		3.0 ms

  





  

    		2021-11-26 00:59:15.381859

    		1.6 ms

  





  

    		2021-11-26 01:59:17.167757

    		-0.2 ms

  





  

    		2021-11-26 02:59:19.231272

    		0.2 ms

  





  

    		2021-11-26 03:59:21.616532

    		2.2 ms

  





  

    		2021-11-26 04:59:23.609868

    		2.7 ms

  





  

    		2021-11-26 05:59:26.31692

    		0.8 ms

  





  

    		2021-11-26 06:59:29.33382

    		3.2 ms

  





  

    		2021-11-26 07:59:31.06198

    		-0.3 ms

  





  

    		2021-11-26 08:59:33.808552

    		2.2 ms

  





  

    		2021-11-26 09:59:35.593159

    		0.7 ms

  





  

    		2021-11-26 10:59:37.146252

    		-1.7 ms

  





  

    		2021-11-26 11:59:40.424738

    		-0.5 ms

  





  

    		2021-11-26 12:59:43.051591

    		3.2 ms

  





  

    		2021-11-26 13:59:45.010238

    		-1.3 ms

  





  

    		2021-11-26 14:59:48.402983

    		1.1 ms

  





  

    		2021-11-26 15:59:50.263734

    		-1.2 ms

  





  

    		2021-11-26 16:59:52.338421

    		0.6 ms

  





  

    		2021-11-26 17:59:54.35934

    		-1.4 ms

  





  

    		2021-11-26 18:59:56.80059

    		0.1 ms

  





  

    		2021-11-26 19:59:58.298984

    		1.6 ms

  





  

    		2021-11-26 21:00:01.379983

    		-1.2 ms

  





  

    		2021-11-26 22:00:03.890936

    		-0.5 ms

  





  

    		2021-11-26 23:00:05.445468

    		1.4 ms

  





  

    		2021-11-27 00:00:06.833304

    		0.5 ms

  





  

    		2021-11-27 01:00:08.842319

    		2.4 ms

  





  

    		2021-11-27 02:00:11.065312

    		1.5 ms

  





  

    		2021-11-27 03:00:13.20283

    		3.0 ms

  





  

    		2021-11-27 04:00:15.501945

    		-0.3 ms

  





  

    		2021-11-27 05:00:17.505458

    		1.1 ms

  





  

    		2021-11-27 06:00:19.914742

    		-1.3 ms

  





  

    		2021-11-27 07:00:21.503176

    		-0.4 ms

  





  

    		2021-11-27 08:00:23.474848

    		-1.8 ms

  





  

    		2021-11-27 09:00:26.394868

    		0.4 ms

  





  

    		2021-11-27 10:00:28.586792

    		0.2 ms

  





  

    		2021-11-27 11:00:30.533341

    		-0.5 ms

  





  

    		2021-11-27 12:00:32.822029

    		-0.8 ms

  





  

    		2021-11-27 13:00:35.721493

    		-0.8 ms

  





  

    		2021-11-27 14:00:37.664753

    		1.9 ms

  





  

    		2021-11-27 15:00:39.637021

    		-0.3 ms

  





  

    		2021-11-27 16:00:41.77269

    		1.0 ms

  





  

    		2021-11-27 17:00:43.336871

    		-1.5 ms

  





  

    		2021-11-27 18:00:45.320974

    		1.9 ms

  





  

    		2021-11-27 19:00:46.806663

    		0.2 ms

  





  

    		2021-11-27 20:00:48.575185

    		-0.3 ms

  





  

    		2021-11-27 21:00:50.226109

    		1.9 ms

  





  

    		2021-11-27 22:00:52.017889

    		1.4 ms

  





  

    		2021-11-27 23:00:54.755502

    		0.4 ms

  





  

    		2021-11-28 00:00:57.194052

    		1.3 ms

  





  

    		2021-11-28 01:00:58.970329

    		1.6 ms

  





  

    		2021-11-28 02:01:00.584007

    		2.3 ms

  





  

    		2021-11-28 03:01:02.103462

    		-0.1 ms

  





  

    		2021-11-28 04:01:04.627998

    		0.5 ms

  





  

    		2021-11-28 05:01:07.354422

    		2.9 ms

  





  

    		2021-11-28 06:01:09.436387

    		0.1 ms

  





  

    		2021-11-28 07:01:11.04174

    		1.7 ms

  





  

    		2021-11-28 08:01:13.575033

    		0.9 ms

  





  

    		2021-11-28 09:01:16.785062

    		0.8 ms

  





  

    		2021-11-28 10:01:19.277856

    		-1.0 ms

  





  

    		2021-11-28 11:01:21.119849

    		-1.6 ms

  





  

    		2021-11-28 12:01:22.926868

    		-0.2 ms

  





  

    		2021-11-28 13:01:24.535839

    		1.0 ms

  





  

    		2021-11-28 14:01:26.974445

    		1.1 ms

  





  

    		2021-11-28 15:01:29.136936

    		1.5 ms

  





  

    		2021-11-28 16:01:30.869552

    		0.3 ms

  





  

    		2021-11-28 17:01:32.687586

    		0.2 ms

  





  

    		2021-11-28 18:01:34.875132

    		0.3 ms

  





  

    		2021-11-28 19:01:36.613376

    		-0.5 ms

  





  

    		2021-11-28 20:01:39.191563

    		0.3 ms

  





  

    		2021-11-28 21:01:42.774825

    		1.6 ms

  





  

    		2021-11-28 22:01:44.379295

    		-0.7 ms

  





  

    		2021-11-28 23:01:46.04261

    		-1.1 ms

  





  

    		2021-11-29 00:01:49.345593

    		1.1 ms

  





  

    		2021-11-29 01:01:51.561007

    		0.0 ms

  





  

    		2021-11-29 02:01:53.711759

    		-0.7 ms

  





  

    		2021-11-29 03:01:56.659374

    		-0.6 ms

  





  

    		2021-11-29 04:01:58.510689

    		-0.5 ms

  





  

    		2021-11-29 05:02:00.516326

    		0.0 ms

  





  

    		2021-11-29 06:02:02.354605

    		0.4 ms

  





  

    		2021-11-29 07:02:04.003011

    		0.7 ms

  





  

    		2021-11-29 08:02:06.379801

    		2.4 ms

  





  

    		2021-11-29 09:02:09.606222

    		-0.4 ms

  





  

    		2021-11-29 10:02:12.261722

    		0.1 ms

  





  

    		2021-11-29 11:02:14.980123

    		1.7 ms

  





  

    		2021-11-29 12:02:17.014098

    		-1.8 ms

  





  

    		2021-11-29 13:02:18.898561

    		0.3 ms

  





  

    		2021-11-29 14:02:21.69901

    		0.7 ms

  





  

    		2021-11-29 15:02:23.870884

    		-2.1 ms

  





  

    		2021-11-29 16:02:26.579824

    		-1.6 ms

  





  

    		2021-11-29 17:02:29.690544

    		0.9 ms

  





  

    		2021-11-29 18:02:32.379029

    		1.7 ms

  





  

    		2021-11-29 19:02:34.066486

    		2.1 ms

  





  

    		2021-11-29 20:02:36.12864

    		-0.2 ms

  





  

    		2021-11-29 21:02:38.067651

    		1.9 ms

  





  

    		2021-11-29 22:02:39.681901

    		2.1 ms

  





  

    		2021-11-29 23:02:41.177755

    		-1.1 ms

  





  

    		2021-11-30 00:02:43.300759

    		-0.3 ms

  





  

    		2021-11-30 01:02:45.159625

    		1.0 ms

  





  

    		2021-11-30 02:02:46.835988

    		1.8 ms

  





  

    		2021-11-30 03:02:49.608878

    		-1.0 ms

  





  

    		2021-11-30 04:02:52.566468

    		-0.7 ms

  





  

    		2021-11-30 05:02:54.142296

    		-1.4 ms

  





  

    		2021-11-30 06:02:56.6443

    		-1.0 ms

  





  

    		2021-11-30 07:02:58.801951

    		2.0 ms

  





  

    		2021-11-30 08:03:01.868617

    		-1.2 ms

  





  

    		2021-11-30 09:03:03.567932

    		0.9 ms

  





  

    		2021-11-30 10:03:05.207325

    		-0.1 ms

  





  

    		2021-11-30 11:03:06.855705

    		-1.1 ms

  





  

    		2021-11-30 12:03:08.774889

    		-3.4 ms

  





  

    		2021-11-30 13:03:11.635475

    		-1.4 ms

  





  

    		2021-11-30 14:03:15.002028

    		-0.2 ms

  





  

    		2021-11-30 15:03:16.945365

    		0.4 ms

  





  

    		2021-11-30 16:03:19.231037

    		-1.4 ms

  





  

    		2021-11-30 17:03:21.340717

    		-0.4 ms

  





  

    		2021-11-30 18:03:23.492398

    		1.4 ms

  





  

    		2021-11-30 19:03:25.791746

    		1.9 ms

  





  

    		2021-11-30 20:03:27.43933

    		-1.2 ms

  





  

    		2021-11-30 21:03:29.014377

    		0.2 ms

  





  

    		2021-11-30 22:03:30.757064

    		-0.3 ms

  





  

    		2021-11-30 23:03:32.527797

    		0.3 ms

  





  

    		2021-12-01 00:03:34.309848

    		1.2 ms

  





  

    		2021-12-01 01:03:36.218916

    		-1.4 ms

  





  

    		2021-12-01 02:03:38.341325

    		0.2 ms

  





  

    		2021-12-01 03:03:39.922009

    		-0.5 ms

  





  

    		2021-12-01 04:03:41.524184

    		0.0 ms

  





  

    		2021-12-01 05:03:43.024002

    		0.4 ms

  





  

    		2021-12-01 06:03:45.418586

    		2.5 ms

  





  

    		2021-12-01 07:03:47.64274

    		2.2 ms

  





  

    		2021-12-01 08:03:49.27766

    		3.3 ms

  





  

    		2021-12-01 09:03:51.819631

    		1.5 ms

  





  

    		2021-12-01 10:03:53.552439

    		-0.2 ms

  





  

    		2021-12-01 11:03:55.093562

    		0.4 ms

  





  

    		2021-12-01 12:03:57.325708

    		0.0 ms

  





  

    		2021-12-01 13:03:59.886447

    		0.9 ms

  





  

    		2021-12-01 14:04:01.668214

    		-0.3 ms

  





  

    		2021-12-01 15:04:03.878139

    		-0.9 ms

  





  

    		2021-12-01 16:04:06.30749

    		-1.1 ms

  





  

    		2021-12-01 17:04:08.022664

    		-0.6 ms

  





  

    		2021-12-01 18:04:09.64899

    		1.5 ms

  





  

    		2021-12-01 19:04:11.221011

    		-1.6 ms

  





  

    		2021-12-01 20:04:13.428494

    		-1.3 ms

  





  

    		2021-12-01 21:04:16.562119

    		-1.8 ms

  





  

    		2021-12-01 22:04:19.088976

    		2.0 ms

  





  

    		2021-12-01 23:04:21.012313

    		1.3 ms

  





  

    		2021-12-02 00:04:23.651904

    		1.4 ms

  





  

    		2021-12-02 01:04:25.869566

    		-0.7 ms

  





  

    		2021-12-02 02:04:28.541174

    		1.7 ms

  





  

    		2021-12-02 03:04:30.255853

    		1.8 ms

  





  

    		2021-12-02 04:04:32.835714

    		-0.4 ms

  





  

    		2021-12-02 05:04:35.474863

    		0.1 ms

  





  

    		2021-12-02 06:04:37.460826

    		-0.9 ms

  





  

    		2021-12-02 07:04:39.969787

    		2.0 ms

  





  

    		2021-12-02 08:04:41.938682

    		1.8 ms

  





  

    		2021-12-02 09:04:44.312538

    		2.8 ms

  





  

    		2021-12-02 10:04:46.445735

    		-0.9 ms

  





  

    		2021-12-02 11:04:48.290754

    		-0.3 ms

  





  

    		2021-12-02 12:04:50.068499

    		-1.2 ms

  





  

    		2021-12-02 13:04:52.089867

    		-1.1 ms

  





  

    		2021-12-02 14:04:53.730955

    		0.7 ms

  





  

    		2021-12-02 15:04:55.258398

    		1.7 ms

  





  

    		2021-12-02 16:04:57.230465

    		1.5 ms

  





  

    		2021-12-02 17:04:59.514946

    		1.3 ms

  





  

    		2021-12-02 18:05:02.002785

    		1.1 ms

  





  

    		2021-12-02 19:05:04.311284

    		0.9 ms

  





  

    		2021-12-02 20:05:05.952632

    		1.6 ms

  





  

    		2021-12-02 21:05:08.249027

    		0.5 ms

  





  

    		2021-12-02 22:05:10.669008

    		0.5 ms

  





  

    		2021-12-02 23:05:13.05167

    		3.5 ms

  





  

    		2021-12-03 00:05:14.674902

    		-0.1 ms

  





  

    		2021-12-03 01:05:17.531198

    		-0.1 ms

  





  

    		2021-12-03 02:05:19.631364

    		1.8 ms

  





  

    		2021-12-03 03:05:21.754772

    		0.4 ms

  





  

    		2021-12-03 04:05:23.360436

    		1.8 ms

  





  

    		2021-12-03 05:05:25.241757

    		1.7 ms

  





  

    		2021-12-03 06:05:27.227467

    		1.8 ms

  





  

    		2021-12-03 07:05:29.678128

    		-1.0 ms

  





  

    		2021-12-03 08:05:31.387059

    		-1.9 ms

  





  

    		2021-12-03 09:05:33.119785

    		-1.8 ms

  





  

    		2021-12-03 10:05:34.776166

    		-0.1 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-09-28 16:09:51.886 UTC

    		194.47.249.2

    		Gustaf Alteus (GA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-28 16:10:49.819 UTC

    		194.47.249.2

    		Gustaf Alteus (GA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-16 11:05:20 UTC.

  

  

    		2021-09-28 20:30:44.17 UTC

    		80.216.67.146

    		Yousra El Mourabit (YEM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-28 20:32:51.457 UTC

    		80.216.67.146

    		Yousra El Mourabit (YEM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-16 11:05:20 UTC.

  

  

    		2021-09-28 21:40:01.581 UTC

    		94.191.136.171

    		Lina Ingstrand (LI) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-28 21:40:40.409 UTC

    		94.191.136.171

    		Lina Ingstrand (LI) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-16 11:05:20 UTC.

  

  

    		2021-09-29 08:33:02.437 UTC

    		92.244.208.121

    		Dalila Alibasic (DA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-29 08:33:33.788 UTC

    		92.244.208.121

    		Dalila Alibasic (DA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-16 11:05:20 UTC.

  

  

    		2021-11-30 11:14:32.465 UTC

    		94.234.36.130

    		Robin Irberger (RI) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-30 11:15:16.428 UTC

    		94.234.36.130

    		Robin Irberger (RI) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.

  

  

    		2021-12-03 10:08:46.284 UTC

    		37.46.161.236

    		Verona Hevince (VH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-12-03 10:09:31.89 UTC

    		37.46.161.236

    		Verona Hevince (VH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.

  









